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IMoacHuTENLHAN 3alHCKa

CHeTeMHOE a/IMHHUCTPHPOBAHKE — HTO NMPOLECC YIpaBleHus, TEXHUYECKOro OOCTyKHBAHUS H PO~
BEICHUs JPYTHX TEXHHYECKUX W aJMHHHMCTPATHBHBIX MEPONPHATHH, HANIPABJICHHBIX HA MOJ/ICPKAHUC HH-
(popManoHHOI cHCTEMBI B paboyeM COCTOSHUU.

OCHOBHOH 1eJTBI0 TPO(ECCHOHATBHOTO KPYXKKa ABISETCA TMOATOTOBKA M CTPYKTYpUpOBaHHe Oasbl
3HAHMI ¥ HABBIKOB JUIs Bolee TIIyGOKOro MOrpykKeHHs B TEXHOTOTHE CeTEBOT0 aIMHHHCTPUPOBAHNS U €TI0
(punocouto.

[Npodeccronansubiii kpykok «CeTeBoe M CHCTEMHOE A/MHHUCTPHPOBAHHE» BKIIOYACT B CeOs
BOMBIIOE KOTHYECTBO MPAKTHYCCKHX 3a/aHKH, BBIIOMHIEMBIX KaK HHIMBUIYanbHO, Tak | B rpynme. [Toxada
MaTepualia HanpagieHa Ha BOBIIEUCHHE crlymareseli B HHTEPAKTHBHOE B3aUMOJICHCTBHE /LIS PEIIEHHS KOH-
KPETHBIX 3a1a4. Kpyxok mpeamonaractT BO3MOMKHOCT y4acTHs 00y4aroluXcs B COPEBHOBAHMAX, OMUMITHA-
J1aX ¥ KOHKypcax, Takux kax CeteBoe H cucteMHoe ajmunucTpuposanue WorldSkills.

[pennonaraercs, 4to 00yUaIOMMECs BIAJICIOT JIEMEHTAPHBIMU HABBIKAMH PadOTHI C KOMITBIOTEPOM,
MOTYT OCYIIECTBIATE NOUCK HHpopmanuu B UnTtepHere.

2. AKTyaJIbHOCTH TIPOTPAMMBI OUEBA/IHA: YIHTBIBAs CIOJKHOCTh ¥ MHOr000pasie KOMIIbIOTCPHOM
TEXHHKH, CTAHOBHUTCS MOHATHBIM, 9TO 3aHMMATHCSI CHCTEMHBIM a/IMUHHCTPHPOBAHMEM MOJKET TOJBKO CHe-
IIMATHCT, 00Mafaronui HeoOX0AMMBIMH 3HAHUAMH U HABBIKAMH.

B 06s3aHHOCTH MF060T0 CUCTEMHOIO aIMHHUCTPATOPA BXOJUT pellieHHe DOMBIIOro KoMHYecTsa pas-
HOOOPA3HBIX 3a/1a4, MPU3BAHHBIX «OGIEIYHTh KU3HB» KaK €My CaMOMy, Tak M momb3osaressiM. To, ¢ dem
MPUXOJUTCS CTATKABATHECS MOCTOSHHO, — MOHUTOPHHT CEPBEPOB WM OTAETBHEIX [IPOLIECCOB, PE3EPBHOE KO-
nupoBaHue 6a3 MAHHBIX, HPOCMOTDP JIOTOB C IOCHEAyIONeH BBIGOPKOH HeoOX0muMOH HHMOPMALNH,
HACTPOHKA M COBEPIICHCTBOBAHHE CHCTEMBI MHPOPMAIMOHHOH 0e30I1acHOCTH, 3aBeJIeHHe H PelakTHpOBa-
HH€E TTONB30BATENBCKIX YHETHBIX 3alIHCeH H T. L.

Ha ceropusimuuii IeHs MpakTHYCCKH B J000H cdepe AeATEIBHOCTH CYIIECTBYET ONpEAETEHHBINH
00BEM 3a71a4, JUIS OINEpPaTHBHOTO BBIMONHEHHS KOTOPBIX HEOOXOIMMO COSIHHEHHE BCEX KOMIIBIOTEPOB B
eIMHYIO JIOKATBHYIO ceTh, Y oHa JomkHa GyHKIMOHUPOBATH OYeHb YETKO. B MPOTHBHOM CiTydae BO3MOMKHBI
noTepu MH(OPMALMHM, 3aMeJIeHHe HITH [OJHAsS OCTaHOBKa oOMeHa NaHHBIMH. [103TOMY HAaCTpOKa CeTH.
o0CIy)KMBaHKHE W AJIMUHUCTPHPOBAHHE TOKAIBHOH CETH SBIAKOTCA aKTyalbHBIMH 3a[ajuaMH HaCTOSIIETO
BPEMEHH.

3. TMemnarorukeckas mejeco0dpasHOCTh 3aKIIOYASTCS B PA3BUTHH TBOPYECKOH, MMO3HABATEIILHON,
COIMAIBHON aKTHBHOCTH oOydarommxcs. C megarornueckoll TOUKHM 3PEHMsl BAXKEH HE TONBKO cam (axT
oGyuenns nons3osaauem [1K u ero HacTpoiike HO U, y9acTHs B COPEBHOBAHMSIX MOTOJIBIX TPO(EeCCHOHATOB
WorldSkills Russia.

4. Tleap mporpaMMsbl: CO3/1aTh YCIOBHS TS COMMAIBHOTO CaMOOIIPEIEICHNUs, TBOPUECKOH camope-
ATM3AIMH TAYHOCTH 00YYaIOIIero MOCPeICTBOM T0IyYeHHs HaBBIKOB PabOTHI ¢ COBPEMEHHBIMH KOMIIBO-
TEPHBIMH CHCTEMAMH aBTOMATH3MPOBAHHOTO IIPOEKTHPOBAHHSA, @ TAK/KE Pa3sBUTh Y 00yJarOWICrocs TEXHH-
YeCKOE MBIILIEHHE U CMEKANIKY.

5. 3apa4um NporpaMvbl:

Oo6pa3zoBaTelbHLIE:

e 03HAKOMHTH C HAYYHOH TEPMHHOJIOTHEH, KIOUYEBHIMH MOHATUAMHU, METOAAMH U NIPHEMaMH CETEBOIO
aIMUHHCTPUPOBAHUS H MEXKCETEBOI'0 B3aUMOIEHCTBHS, TTOHUMATE IPHHIIHI padOTHI CETEBBIX cay K0
U CETEBBIX IIPOTOKOIIOR;

s HAyuWTh paboTaTk C MPOrpaMMHEIM obecredeHreM, peJHa3HaYeHHbIM Ui HACTPOMKH CepBEPOR;

» wuayuuTh paboTarh ¢ HHPOPMALMOHHBEIMH CHCTEMaMH B COBPEMEHHBIX HH(pOpMalHOHHO-
o0pazoBaTenbHBIX Cpejax.
MeranpeaMerHbie:

e C1ocoBCTBOBATE PA3BUTHIO TEXHHUYECKOTO MBILIIIEHUS], TEXHUIECKOH CMEKAIIKM, H300PETATEIBHOCTH,
TBOPYECKUX CIOCOOHOCTEH;




cnocoOCTBOBATh PA3BUTHIO YMEHUS CAMOCTOATEIIBHO IPHHUMATh OTBETCTBEHHDIC PCIICHHA;
COJICHCTBOBATEL Pa3BUTHIO XY/I0KECTBEHHOTO H 3CTETHYECKOTO BKYyCa.

JluunocTHBIE:

(opmMupOBaTh y 00YYAIOIIErocs YBEPEHHOCTh B CBOMX CHIIAX Iepel y4acTHeM B COPEBHOBAHMSIX
pasnu4HbIX YPOBHEH;

COMECTBOBATEL BOCIMTAHMIO KYIIETYPHI 3/I0POBbsSt © KOMMYHHKATHBHOMN KYJIBTYPBI;

CIIOCOOCTBOBATE PA3BUTHIO TPYAOIIODHS, aKKYPaTHOCTH, YCHIUHBOCTH, B3aUMOIIOMOIIIH, COTPYIHH-
YECTRA;

CIIOCOOCTBOBATE ITPO(ECcCHOHAITEHOMY CaMOOTIPEIENIEHHIO.

6. OTauuuTe/IbHbIE 0COOEHHOCTH JAHHOH NPOrpaMMel.

Hononuurensuas obpazopatensHas nporpamMva «CHCTeMHOE M CeTeBOE aJIMHHHCTPHPOBAHHWE)

npenasHadena uist cryaenToB I — IV kypcos. Kpurepues or6opa i NpOXokKASHHA NIPOrpaMMEL HET.

yMeThb!:

O6sbem mporpammsl - 184 wacos. Cpok peasnu3aliy IporpamMMel - 1 yueOHbIi TOI.
7. @opmbl 00y4eHHs.

dopma obyqenus — ouHas.

8. OxuaaeMbie pe3yjbTaTbl 00y4eHHH.

O6pasosare/ibHble:

JOJDKEH 3HATD:

NpaBuia TEXHUKK OE30HacHOCTH TPH paboTe ¢ MepCOHATBHBIM KOMITBIOTEPOM;
MPHEMBI HACTPOHKM TOKANBHBIX CETEH W MallliH;

KOMaHJIb! /U8l HACTPOMKYM CEPBEPOB M KITMEHTCKAH MaIINH;

CHENHaIbHBIC [TOHATHS H TEPMUHEI,

paboTaTh ¢ TPOrpaMMHBIM OOecredeHHEM, TPelHa3HAYEHHBIM VIS HACTPOMKH CEPBEPOB;

pabotats ¢ MHGOPMALIMOHHBIMI CHCTEMAMH B COBPEMEHHBIX HHGMOPMAIHOHHO-00pa3oBaTeNbHbIX
cpejiax;

NPOM3BO/IMTH HAYAIBHYIO HACTPOMKY mapaMeTpoB U KOMIOHEHT cucteMbl Windows Server, 10/1b30-
BaThCs GA30BBLIMH [IMAIHOCTUHECKAMH YTHIHTaMK cucTteMsl Windows Server;

HacTpauBaTh napameTpsl mpotokona TCP/IP na cepepe, miaHupoBars npocrpaHcTBo HMeH DNS B
CEeTH, CO3/aBaTh Ha CepBEpe 30HBI IPIMOro M 00paTHOIO MPOCTOPA, OCHOBHBIE M JIONOIHHTEIbHEIE
30HBI, HACTPaWBaTE PCIUIHKALIHIO MEKIY OCHOBHOH H ,HOHOHHHTCIIBHOﬁ 30HaMH, TIPOM3IBOAUTEL TE-
CTHPOBaHKE IIPoIlecca pa3pelleHHs HMEH Y3108 clayxk00i DNS;

IUIAHUPOBATh CIyxOy karanoroe Active Directory (mpocTpaHCTBO MMEH, JIOIMYECKYI0 U (H3HYe-
CKYIO CTPYKTYPBI), YIIPABIAThH TOMONOTHEll U paciiucaHieM PEeTUIHKAINK ¢ HOMOLIBIO caiToB Active
Directory, onpenensatsh cneundryeckne poid KOHTPOJUIEPOB JOMEHOB, NEPEAaBaTh POJIM € OJIHOTO
KOHTPOJIJIEPA HA IPYTOM, CO3/1ARATH U MEHSIThH CBOMCTBA YUETHBIX 3alHCel MONIb30BATENIECH U TPYIII;
YIIpaB/IATh: IpaBamMH Joctyia K GaiioBeiM pecypcam, MpoLeccaMy CKaThsd U MHQPOBaHUsA HHOP-
MAIMH, KBOTAMH HA JHCKOBOE NPOCTPAHCTRO, IIPOU3BOMAMTE Je(parMeHTaIlHI0 Pa3/iesIoB H TOMOB,
yCTaHARJIHBATE M HACTpaWBaTh IPHHTEPE! H YIIPABIATH [IEYAThIO;

HACTPAMBAThL CEpBEp JUIS MCIOIL30BAHUS TEXHOIOIMH YAATEHHOTO paboyero croja, YCTaHaBIHBaTh
W HacTpauBaTh CHYKOy NUIIEH3HPOBAHMA CIYKO TEPMUHAIOB.

9. KaapoBoe obecneuenne. Jlanuas nporpamma peajiM3yercs [e1aroroM, UMeIMm Bpiciiee J1ndo

cpenHee npodeccHoHaTbHOE MeJarornyeckoe 00pasoBanue.



COJEPKAHHUE ITPOI'PAMMBbI

YueOHbIii (TeMaTuyecknii) mian.

Hanmenosanue paszgae/jaos H
TEM

Kouusecreo gacos

@opMbl aTTECTA-
MM (KOHTPOJIs)

Bcero Teopus | [IpakTuka
Paznen 1. Yeranoska u 63 32 31
nacrpoitka Windows Server
2020.
1. | PasBepTeiBaHME U yIpaBie- 4 2 3
uue Windows Server 2020
2, | Beenenue B joMeHHBIE CEp- 3 -4 2
sucbl CryxOpr Katanora
3. | YupagieHne o0bEeKTaMHu J10- 3 2 2
menHEbIX cryxd Cuyx6s Ka-
Tajgora
4. | ABTOMATH3ALHA 8/ IMHUHH- 3 + 2
CTPHPOBAHMS JOMEHHBIX
ciyx0 CuyxOp1 Katamora
5. | Ilpumenenue [Pv4 3 2 2
6. | [Ipumenenune npoTokona 3 2 2
DHCP
7. | Ilpumenenne DNS 3 2 2
8. | [Ipumenenue [Pv6 3 2 2
9. | llpuMeHeH#E TOKATBHOIO 3 2 2
XPAHHIIHIIA JJAHHBIX
10.| [Ipumenenue daitrosoii 3 2 2
CIyKOBI B CITYKOBI 1ICYATH
11.| [lpuMeHeHUE rpYIIIOBOH TTO- 3 2 2
JHTHKH
12.| Bammra cepsepos Windows 3 2 2
IIpUMEHEeHHEM 00BEKTOB
IPYIIOBO# MOTHTHKA
13.| Ilpumenenue cepBepHOH -+ 2 4
BUpTyanusauuu ¢ Hyper-V
14.| [lpumenenue cepeepHOi - 2 4
BupTyamsanuu ¢ VirtualBox
Pasznea 2. Linux. OcHoBBI aMu- 41 14 27
HHCTPHPOBAHHS H 0€301MACHOCTH
15.| 3nakomerBo ¢ UNIX 2 2
16.| @aitner B UNIX 3 4
17.| Ipoueccsr B UNIX 3 4
18.| YcTanoBKa onepaioHHO 2 2
CHCTEMBI
19.| Hacrpotixa cucTeMs! 3 3
20.| YnpagneHue nojib3oBaTens- 3 3
MH
21.| Yopasnenue cepBicamMu U 3 3
110
22.| PezepBHOE KOMTUPOBAHHE W 3 3

BOCCTAHOBJIEHHE




23.| Mcnonp3osanue Linux B Ka- 3 3
uecTBe paboueli cTaHIMu
[0J1b30BATENS
24.| Cetesas daitnosasi cuctema 3 3
25.| CripaBouHas cuctema 2 2 1
26.| MOHUTOPHHT CHCTEMBI 8 2 6
Pasnen 3. MapmpyTu3anus 1 80 38 42
KOMMY TAIHS
27.| IP anpecauus 1 2
28.| Pasbuenne IP-ceteit na nox- 2 B 1
CeTH
29.| BupryanbHble JIOKaJIbHbIE 2 2 1
cetH
30.| IlpuHIMIEl MaPIIPYTH3ALUH 2 2 1
31.| MapiupyTusaiust MexKILy 3 2 2
VLAN
32.| Crarnyeckas MapuIpyTHsa- : 2 3
1M
33.| JluHamMu4eckas MapimpyTH- 3 2 2
3aius
34.| IIporoxon OSPF 5 2
35.| Couexku KOHTPOIIs ZOCTYIIa 6 2
(ACL)
36.| ITporokon DHCP -
37.| IlpeobpasoBaHue ceTeBBIX 5 2 4
anpecos [Pv4 (NAT)
38.| Beenenue B MmacTabupoBa- 3 2 1
HUE CeTEH
39.| M3Gerrounocts LAN 5 2 3
4().| ArperupoBaHue KaHajIOB 2 2 1
41.| Hacrpoiika 1 ycTpaHeHHE 4 2 3
Henonaaok B pabore OSPF
s o7iHO# obnactu
42.| OSPF mnsa HeckonmpKkux 00na- 2 2
creit
43.| EIGRP 3 3
44.| TlpoexktupoBaHue uepapxu- 2 2
4ecKoH cetu
45.| Ilpeobpazoratue [Pv4 5 2 3
46.| 3ammura MeKQHIHAILHOR 2 2
CBA3ZH
47.| Otnanxa ceru 2 2
Beero: 184 84 100
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Yeranoska ¥ Haerpoiica Windows Server 2020
1. |01.0920] 2 TM Od30p Windows Server 2020, Yeranosxa Windows Server 2020, Hactpoiixa Windows Server 2020 noene yera- e Nl
HOBKH.
2, 103.09201 25 [T Od30p 3aaa4 1o ynpastenno Windows Server 2020, Beenenue 8 Windows PowerShell. PassepTaisanue it yripas- [P | Nl 7
nedme Windows Server 2020 (JInctaHunonHo)
3. |0R.D920] 2 T/ Beenenne 8 AD DS. OGs0p (iyHKUMIE KOHTPOAAEpa JoMeHa, YCTaHOBKA KOHTPONACPA JI0OMEHA /P | Nel7
4. 11009200 25 [ T/II YeraHoBKa KOHTPOATEPE AoMeHA, YIIPaBNeHHe YHETHBIMH 3aIHCAVH TONbI0RATeARA. YIPARTCHHE IPYTINEMH, [1/P | Nel7
YipasieHue YHSTHBIMIE 3anHeaMi Komibiorepos, [enernpoatine aaMMHUCTPATHBHBIX 34344, ([Incranimorso)
5. 130920 2 T VipasneHie ofbeKTami AoMeHHbIX ey Crywtet Katanora. Menonsiosasue Cpeacts KOMAHIHOM CTPOKH 15 TVP | Nel7
aaMuHneTpiposanng AD DS, Henonsi Windows PowerShell g aamunnctpiposanus AD DS
6. |17.0920] 25 | T/MI [TponiseneHme MHOKECTREHHBIX Onepaunii ¢ nenonbiopaniem Windows PowerShell. ABTOMATHIALIA ATMHHU- /P |Nal7
crpuposadia AD DS ¢ nenonssosanmes Windows PowerShell. (Jlnetanusonyo)
7. 12209200 2 T/ | QGsop TCP/P. Monnmanue [Pvd anpecanpn. Brirenenie n ofreannerne noncetell. Hactpodika u yctpasenie TP [Nal7
Henonaaok [Pv4
8 [24.0920] 2.5 | T | Mpumenenne IPv4. Veranorka porn DHCP ceprep. Hactpoiika DHCP odnacteii. Ynpasienue Sasoii 1aHHbX [P | Nel7
DHCP. 3amta u monmiopurr DHCP (JIncianumoHHo)
. [29.1020] 2 T Tpumerenmne DHCP Tlpouece paspewenus umed 8 Windows, Yetanosxa cepeepa DNS. /P | Nal7
1010110201 25 | T/M VnpasieHie 3oHamin DNS. Tpuserenne DNS (JIcTanumonno) II/P [ Nel7
11.106.1020] 2 T/M | Osop IPvé. IPv6 anpecauns. Cocywectsosanne ¢ [Pv4, Tpansiinbie Texnonorun IPvE /P [Nel7
12./108.1020| 25 | TMI TIpisietesme [PvH, OG30p METONOB XPEHEHHA TaHHBIX. YTIPABISHNE IMCKaMH H TOMAMH. FlenonsiosaH1e npo- /P | Nel7
cTpascTs xpatenna, {lnctanunonHo)

13.13.10.20 2 T [IpuMeHeHHE MOKATLHOND XpaHuinia. 3aumra Gaiior 1 nanok, 3ainTa Nanok CPEACTRAMI TeHEBOTO KONHpOBa- VP | Nel7
HUA

141151020 2.5 | TM Hactpoiika Patouux nanok. Hactpoiixa cetesodt nesari. [Tpumenenine dainopodi ciyminl 1 cay«0b! Mevatn /P | Nel7
{ncranuuonHo)

15/20.10.20) 2 M OGs0p rpynnosoii nomsisn, OGpadoTka rpynnosex noAXTHE, TIPUMEHEHHE LEHTPANHIOBAHHOTO XpasHaHiua [P [ Nel7
hmm HHCTF)E. THEHBIX Luaf‘umuus

1622.10.20f 25 | T/MI TIpHMeHEHHE TPYNNOBOT nonuTHEH. O030p Ge30NacHOCTH OnepalMonHbix chetem Windows. Hactpoiika napamer- | [VP | Nel7
por GesonacocTi, TlopsiueHme Ge30acHOCTH CEPREPHBIX pecypeon (JIHCTAHLMOHHG)

17)27.1020) 2 /N1 Hacrpoiika AppLocker 1 Gpasavayapa Windows, OG30p Texsonoruii supivannsaunn. Tpusenenne Hyper-V TP | Nel7

18429.1020] 25 | TM YiipasneHue XpaHuIHIeM BUPTYAIbHAIX MALUHH. YTIpaBneHne BUpTyanbibiMu ceramin. [IprveHenne cepaephoi T/P | Nel7
supTyannsaunn ¢ Hyper-V_ (Jlncranumorso)

19.403.11.20] 2 T TIpuvereniie cepseproil BupTyanusaumi ¢ Hyper-V. OG30p Texronormii supryanusauui. Tipuvenenue VirtualBox | [P | Nel 7

20005.11.20f 25 | T/ YripusiieHue Xpanuaniem BUPTYATBHBIX MALUHH, Y IPABICHHE BHPTYATLHBIMA ceTAMU. [IPHMEHEHNE CepBepHOf /P | Nel?
supTyanksad ¢ Virual Box (Jlucranumnonno)
Linux. O¢HOBB! AAMHHNC TPHPOBAHNA 1 GE30NACHOCTH

2101010200 2 T/ | Meropus u crasnapTel. Oprasmsauna cuctesst. [oakmouenne k cucteme. Cpyicrypa koman. JlokyMmeHTaimg. /P | Nel7
JlaGopatopHeie padoTs: OcHOBEI paboTsl B KOMAHIHOM HHTEpheRce. TToakYeHHE K cCHETEME, SHAKOMCTRO ¢
KosMAHAHBIM HHTEpdeiicom. Henoipiosanne CHCTEMBI A0KYMEHTALIMH

22[12.1120] 25 | T/ | Crpyxrypa daiinoroii cuctemnl. Buik daiinossix cretes. Buns dainos. JlaGoparopHsie paborst: Manuiyinpo- /P | Nal7
sanme paitaavim 8 UNIX. Komanast s padorst ¢ daiinosoii cucremoi, Kovanns! s utenid, GuisTpaii co-
nepimoro Galinos u peryaspHyie Bhipakenns (JICTaHIMORH)

23.17.11.20f 2 TAT | Jlabopatophsie pacots: Makunynuposanrue (aitramn 8 UNIX. Texcrossie penaxropet (ed. sed, vi, vim), Tpammu- | [P | Nel7
onukie UNIX nporpavyil s paGotst ¢ gaiinavu (diff, patch, res, awk). HasHauenne npoweccos i 1x arpndyTsl.
Mexannimbl B3aMMoAeiCTBUA NPOLECCOB

24.019.11.200 2.5 | T/ TatoparopHsle padoTsl: HCnonsi0BaHue MEXaHWIMOB B3anyMoaeiictsna npoueccos, [epenanpasnenie notoxkos /P | Nel7
pBona/BrBoaA. [lepemennbie oxpysenin, JlaGopatoprpie paGoTsl Henoas30sasne MEXaHH3IMOB B3auMoIeiicTRug
npoueccos. Konw 3asepuwennd, Curnaisl, Ynpasnenne 3atanuavu, Budop anctpulymuea. Tnauporanme ycia-
HoBKW, DTans yeradosku (JHCTaHuHoHHG )

25024.11.200 2 iyl TaGoparophble paGoTI; YeTaHoBKa onepaunonHoil cuctemsl. Beibop ofopyioranna. Yeranoska cuctemnl, axto- | IT/P | Nel7
Bl OApeacnarEiHE NOREACHUE CHCTEMBL. Jranel JArpyYikH CHCTEMBI

261261120 2.5 [ T/ | NaGoparopusie padors: Hactpoiika enctemal, HacTpoiika u Tectnposanie cet. JInarHoctura o6opyaosanm, /P | Nel7
Vnpasaesune Monyaamu sapa. Jladopatophbie padoTsl: HacTpoiika cuctemel. MonTHposanie (aiinossix cuciem.
Ynpasachne npoucccamu, Cucremsl mnnumanisauni (System V, Upstart, BSD). (Jincranumotio)

27.101,12.201 2 T Cueresma Gezonackoctn UNIX. Vipasieude NonsioraTenaMn B cHCTEME. YTIPABTCHHE NPHBHISTHAMK B CHCTEME. [I/P | Nal7
JadoparopHeie pacoTel: YripaneHue noaslosatensmMn, Ynparierne Gasoil aanHeiX noabsosatenci w rpynm.
AytenTndMiatng ¥ S8TOpH3aLNS Nosikiosarenck (getly, login, shell).

28103.1220] 2.5 | T/l | Jadopatopusie patoTs:: Ynpasnenne noasiosatenssi. [ossienne npusunernii B cucreme (setuid, su). Maker I/P | Nel7
sudo. Buasl ceprico. YTpasicHuie ceparcami B cucteme. OGHOBNEHHE CHETEM! H ceprcon. JlaloparopHsie
padors: Yopasienne cepsicami i 110, Veranoska T10 u3 nexoansix Tekctos. Yeranosxa [10 13 nakeros (dpke.
rpm). Henons30BaHne MCHELRCPOB NAKETOR 1 peno3uTopues (apl. yum). Kon(HrypHpoBaHHE H 3aMYCK CEPBUCOE.
{Tucranumonno)

291081220 2 TN | Natoparopusie padotel; Yapasnedue cepeucamu v [0, Pernctpaina IeiicTanii cepancos (syslog, rsyslog). 06~ IVP | Nel7
Hosmerue cuctesst 1 [10. Clopxa anpa, CTpaternn pesepesoio koluposanna. Ynpanienue daitaosuivu cuetema-
MH. ananncﬂ HE NEPHOTINYCCRHMH 3A0aHHAMH,

300101220 2,5 | T/ | NaGoparopuwe padotst: Hactpoiika pesepsroro konuposakus chetemil. JloGarnenne aucka k cucteme. Henoneso- | TVP | Nal7
RAHUE KIACCHYECKHMX YTHANT 18 PEIEPRHOIO Konuposanna (dd, dump/restore, tar, cpio). JTaGopatopHeie padoTsl:
Hactpofika pesepBroro konnuposasus cuctemel, Henonsiosanie CpeacTs yIalenioro KOnuposanus (rep, sync).
Hactpoiika nepuoinyeckoro BenaiiHeHiA aitanni (cron, anacron, at). (JIMCTaHUHOHHO)

31015.12.20 2 TAT | Apxurexrypa XWindow. JlaGoparoprsie padotst: Hactpoiika Linux Desktop. Jokanusaums cuctemnl. Yeranoska | TI/P | Nel7
nakeTa Xorg.

32171220 25 | TM JlaGoparophsic paGorer: Hactpoiisa Linux Desktop. Ynpasnerne okoHHbiMKH Menekepavu. Benoenue NFS. /P | Na17




DkenopTiposanne afinossx cuetem . Mortuposanme NFS-pecypeos. JlaGoparophbie padorst: Onumm KoHdury-
paunoHHOro dakina (Jincranusonno)

[*%)
[

422.12.20

™

Jlatoparophsie padoTsi; Cnocodsl yeasanud xoc1oe. Henonssosanue cnpasodnoii cuctemsl. Henonssosanue ko-
mana: man, whatis, apropos, info

/e

Nel7

424.12.20

T

Henonbsosanue cnpaseunoil cuctemsl. Menonbiosanie komanx: help, locate, which | Geictpan enpagka. AKypHane-
ueie (aiinst, Syslog. Bosvoskibie cpeactaa (facilities) Syslog. Bosmosneie npuoputersl (priorities) Syslog. Bos-
moscHbie aeiicteia Syslog (uctanumonno)

e

Nel7

3y

12.01.21

T

Kpanuduraropst. [puveps! nenonssosanus. logrotate. Maitn kondurypaumn /etc/logrotate.cont. Kowanna logger .
MOHHTOPHHE PASINYHBIX NAPAMETPOR cHeTembl. MOHMTOPHHT eB0G0aHOTO MeCTa. 3aiuTa CHCTEMBI OT MOTh30Ra-
TEMBEKMY POLECCOB

/P

Nel7

i
o)

14.01.21

T

Monntoprur S.M.A R.T. - napavetpos sectkoro aucka. Monutopiur ceresix noptos 8 Linux . Monutopusr
OTKPLITHIX daitios 1 cokeros. MOHHTOPHHT 3AMYLEHHBIX NPOLECCOR. MOHHTOPHHT CHETEMHBIX PECYPCOB B peaib-
HOM BpeMerH . MOHUTOPHHT CRODOIHOIO MECTa B Pa3enax. MouuTopHHT ceTeroll NOACHCTEMEL B PEATEHOM Bpe-
MEHI, MonTopuHT padoTsl DNS-ceppepa B peansHoM Bpemexd (JIMCTaHUMORHO)

P

MNel7

37,

19.01.21

Tm

MonuTopHHr coenntennit profipd 8 peanbios Bpemenn. Ctatneuka no sUpTyankHol navai. Craructiga no
poLEcCOpy M YCTPoiicTBaM BROIa-BEIRONA. TPH YPOBHA onepaunorHoi cuctembl. MOHOTHTHOE AP0, Y CTaHOBKA
HOBOIO AApa. yC'IaHUBHa ﬂfipﬁ W3 PENO3IHTOPHA. OIIHUaHﬂC BOSMOGKHBIX MAKSTOB )"CTaHUEKH,

/P

Nel7

MapuipyTHIauna 1 KOVMMY TAUHSA

38

21.01.21

Tm

Cerepwie [Pv4-anpeca. CtpykTypa IPv4-anpecos. Macka moacet IPv4. Oanoanpeckas, iHpokoseilaTenbHas i
MHoroaapechas pacceinka IPvA. Tunet IPv4-anpecos. PaaGuenme [Pv4-cetn Ha noacerd. CerveHTaung ceTi. 3ua-
yumocTh pastnenns IP-ceTi Ha nonceTH. (JIHCTaHIMOHHD)

e

Nel7

L|26.01.21

™n

Pastmenue [Pvd-cetit Ha noncetd, Onpenenenme vackn noacerit. [peumyluecTsa pastueHua Ha NOACETH C HENONb-
JoBaHHEN MACKH NepeMeroii kb, CerMeHTalna BUPTYRNBHBIX JOKATbHbiX ceTeil. OOlne CBeneHIs 0 BUPTY=
AThHBIX TOKATBHBIX CETAX.

T/p

MNol7

|28.01.21

Tl

BupTyaibHbie T0KATBHEIE CETH B CPe/ie ¢ MHOAECTBOM KOMMYTaTopoB. Hauanbiad yeTaHoBKd MapupyTHIATOpa.
Gy Mapupytriatopa. Moakaodenne yeTpoiicTs. OcHOBHBIC TaPaMETPBI MAPILIPYTH3ATOPA. [Mposepra cunz-
HoCTH cetell ¢ npavsiy momkmoucHrem. (Jluctasumonno)

TP

Nai7

J02.02.21

T/

Hacrpoiika mapiupyTisaimy sty VLAN. TIpuuumis: pabotel mapupytusawm meray VLAN. Hactpolika
MapupyTusauns Meiay VLAN © HCnonb30BaHHEM YOTapeBIIero MeToa.

e

MelT

2.104.02.21

235

T/

Hactpofixa mapupytisauni seaay VLAN ¢ uenonbiopanues MeToa router-on-a-stick. Peaniusalng cratudeckoi
MapwpyTiiaunn. CTATHYECKEA MAPIIPYTHIAUHA. THIIB CTATHYECKHX MapIpyToB. ([IMCTaHIHOHHO)

/P

Nel7

43

T

HacTpofixa CTATHYECKHX MaPWIPYTUB H MAPIIPYTOB 10 ymonsansio. Hactpoiika cratnageknx maplipytos [Pvé.
Hactpoiika mapwpytos [Pv4 no ymonuaHuw.

[P

Nol7

.

11.02.21

235

TAL

Hactpofika cratnyecknx mapupyros [Pv6, Hactpoiika mapwipytos [Pv6 no ymonsasmo, [Tpotokansl IMHaMu4e-
CrOF mapipy isatm i, TIpuHIHD patoTsl TPOTOKOI0B AMHAMHYecKo i MapupyTHsatuy. JInHaMHHeckas Mapiipy-
TH3AUMA B CPABHEHHI CO CTaThyeckoil MapupyTisauneii, (JInctaHumonno)

/e

Nel?

J16.02.21

T

TIpHHLINBE PAGOTHI MPOTOKOOB MAPLUPYTH3aLMK, THNE TPOTOKONOS MAPLPYTHIALMK, NapakTepucTHRN NPpoToKo=
aa OSPF, Anropury kparyaiiiero nyti. Coofiuenns OSPF.

e

Nel7

46

18.02.21

T

TMputwn patorsr OSPF. Hactpoiika OSPFv2 aaa onwoii o6nacn, Maewmigmratop mapiupyrusaropa OSPF. Cro-
nwmocts OSPF. [Mposepra OSPF (uctanumonno)

[P

Nal7

47

25.02.21

™

Koudmrypauus OSPFv3 ana oaxoii odnacti. Cpasvenne OSPFV2 n OSPFV3. Hactpofika OSPFv3, Tlposepka
OSPFv3.

Nel7

48

02.03.21

T

MpuHin padotst ACL-ciuckos no npotokony [P Haswauenne ACL-cnnckos. CpasHeHue CTaHIAPTHEIX i pac-
uiipentbix ACL-ciivekos ana 1Pv4, [LaGnonnsie mackn 8 ACL-cimekax. Pekomernaunn no cosaanino ACL-
cimckos. Pexovenraatmi no passewennio ACL-cnnekon, JlaGopatopras patota; Packet Tracer. Harnsanoe mpei-
crannenme padotsl ACL-cnucka. (Jucranumornno)

/e

Nel7

104.03.21

T

Crannaptibie ACL-cnnckn ans IPv4. Hactpoiika cranaaprimx ACL-crinckos aia [Pv4. Bhecenne wavcHeHui 8
ACL-cnmekn ans [Pyv4.

/P

Nal7

"
=

09.03.21

Tm

Jauwra nopros VTY ¢ nomousio cradnaptHoro ACL-cnneka IPv4. Tporokon DHCPv4, Onepauns DHCPv4.
Hacrpoiika npoctoro DHCPv4-cepeepa. (JInctanumorro)

VP

Nal7

uh

{11.03.21

T

Hacrpoitka DHCPvA-kauerTa. [TOHCK 1 YCTPAHEHME HENOMIAIOK B padoTe MapwpyTusaropa DHCPv4, [lpotokon
DHCPv6. SLAAC u DHCPv6. DHCPv6 Ge3 01CASiKHBAHUA COCTORHMA.

e

Nel7

5216.0321

T

Ceprep DHCPv6 ¢ otenesnsianuen coctosHud. TTOWCK M yCTpaHeHue HENONAnoKk 8 padoTe Mapiupytusaropa
DHCPv6. Mpusumn pators NAT. Xapaxrepucriku NAT. Tunwt npeoGpasosanya ceressix anpecos NAT. [lpe-
iwyinectsa NAT. JlaGopatopras padora: Packet Tracer. Hiyuenne npunumna padotst NAT. (Jluetasimonio)

[P

Nel7

{18.0321

Tim

Hactpoiika NAT. Hactpofika crarnseckoro NAT, Hactpoiika aunamnueckoro NAT. Hacrpoiika npendpasosaima
agpecos nopTos (PAT). Tlepeaapecauuns NopTos.

Nol7

23.03.21

2,5

Tim

Hactpoiika NAT 1 npotoxona [Pvé. Peanwsauns npoekta cetu. [TpoexT nepapxuseckoii cer. Pacumpenne cetu.
(JAMCTAHUMOHHO] 5

Nol7

5/25.03.21

T

BriGop cetesrix yerpoiicta. KomuyrauwonHoe ofopyaosanne. MapuipyTH3atope. Yripasnaiouime yeTpoicTea.
JlaGoparophan patora: Packet Tracer. CpagHenne kommytatopos 2960 u 3560, Jadoparopras patota: BeiGop
KOMMYTALHOHHOTO Dﬁt‘lp)'ﬂ,oﬁﬂlﬂ!ll- MO,’IC.TIHPOBGH HE MHOT U}‘PO!’!HA‘.BOI’O NpoCKTa CETH.

vp

Nel?

{30.03.21

‘I-.J
[

T

TloHaTHA NPOTOKOAA Spanning-tree. TpeaHaznayenue npotokena spanning-tree, [Tpusuun pabots STP. Turst
npotokonos STP. Kpartkuii 0630p. PVST+. Rapid PVST+. Hactpoiika npotoxona STP. Hactpofika PVST+.
Hactpoiika Rapid PVST+. [MpoGnemet Hactpoikn STP. (Jluctanumonta)

e

Nel7

J01.04.21

TT

[potokon peseperposarng nepporo nepexoia (FHRP). Konuenuus npotokona obecriedeHna H3ORTOMHOCTH HA
nepros xone (FHRP). THist npotokonos obecneseHins nadbto4nocTn Ha neproy xone (FHRP), Tiposepra FHRP.
HNatopatophas pabora: Hacrpoiika npotokonos HSRP u GLBP. (JIucTanilMoHHO)

[P

Nol7

|06.04.21

23

Ti1

OCHOBHKIE NOHATHA arperupoeannd kananos. [puruun padotsr EtherChannel. Hactpoiika arperuposanua Kaxa-
nos, Hactpoiixa EtherChannel. [Tposepka. nonek ¥ yetpanenie enonanok s padore EtherChannel.

e

HNel7

08 04.21

T

PaciumpeHHsie napaMeTpsl npotokona OSPF g onnoi ofnactd. Mapupyti3alia Ha YPORHAX pacnpeacieHua n
sapa, OSPF B CeTax © MHOKECTBEHHBIM JOCTYOM. PACIPOCTPEHCHHE MAPILPYTA M0 YMONHaHHK). To4HaR HACTPOii-
ka uuTepdeiicon OSPF. 3awmnta OSPE. (IHCTaHUHOHHO)

TP

Nel7

113.04.21

T

Yerpanense Henonanok peanisains nporoxona OSPF ana oanoii o6nacti. Cocrapnsionine npoueaypsl NOHCKE i
yeTpadenus Henonatok B patore OSPF ana oauoii ofnactn. TIOHCK H yCTPAHEHHE HENOMATOK B MAPIIPYTHIALIAH
OSPFY2 s oauoit ofnacti. Tlowek u yerpatenne nenonanox B OSPFv3 naa oanoit ofnacti. Tpuniumn paGoTel
OSPF 7 Heckonsknx obnacreii, Hasnauenne OSPF ana neckonbimx ofnacreii, [punuun padorst nakeros LSA s
OSPF 18 Heckonbknx ofnacteii. Tadiuia MapupyTH3aine 0 Tiikl Mapupytos OSPF,

/P

MNel7

6l

15.04.21

T/

Hactpoiika OSPF ana neckonbiix odaacteil. Ofbeandenne mapupytos OSPF. lMposepka OSPF uia neckonbkux

/P

Nel7




ofinacteit. Xapakrepueturn nporokona EIGRP. Ockosnsie dyskumwn EIGRP. Tunet naketos EIGRP, Cooliienus
EIGRP. Hactpoiika EIGRP s IPv4. Tporepka EIGRP ¢ IPv4. (JluctanimmonHo)

420.04.21

™

purusn padotel EIGRP. EIGRP: nepssit 3tan — otspermire Mapupyta. Metpuior. Aaroputv DUAL 1 taGnnua
Tononorii. Anropury DUAL u exonumocts. Cpasvenue EIGRP ans [Pv4 i anm [Pv6. Hacrpoiika EIGRP mna
[Pvé. Mposepra EIGRP s [Pvé.

/P

Nal7

5]

T

Oﬁ"k!]) METOA0B NPOCKTHPOBEHHA HEPAPXHHCCRMX cereit I'Ipoc Kl Kl‘lpIIUpﬂTHBHIJﬁ CETH UIH KOMILIERCA 3aHMi,
[MpoekTuposanie nepapxuueckoii cetn. MoaynsHoe npoerTHporanme ceteil. Monens KOpnoparMeHol apxuiesty-
pbi Cisco. HoBbIE CeTeBbie apXHTERTYPhL. PasBiBaioMecs CETEBBIC apXHTEKTYPBL, (JIncTaHumonHo)

[P

Mel7

127.04.21

T/

Mpuumn padorsl NAT. Xapaxrepuctnrn NAT. Tunw NAT. [Mpenmywectsa NAT. Hactpoiika NAT. Hacrpoiika
cratnyeckoro NAT. Hactpolika amnamuyeckoro NAT.

e

Nel7

o
i

5429.04.21

T/

Hacrpoiika npeodpasosanna anpeca u Homepa noprta (PAT). [Nepenanpasnenne noproe. Hactpoiika mexanuiva
NAT u npotokona [Pvé. (JIMCTaHLHOHHD)

TP

Nal?

66.

04.05.21

T

Cern VPN. Ocuossl cereii VPN, Tunwt ceteii VPN, Tynnean GRE sencny oOnestamu. Ocsosst GRE. Hactpoitka
TyHHeneil GRE.

TP

Nel7

67.

06.05.21

T

[Tomek n yCTpaHeHHe HENOAALOK C UCHUABIOBAHWEM CHCTEMHOTD noaxona, JIoKyMeHTaund no cet. Hpuucnypa
NOMCKE W YCTPaHeHNs Henonanok, M3omsips mpoSneMsl C noMOLILKD MHOTOYPOBHEBRIX Moaenei. Oriaika ceru.
Cpeacisa noMeka # yerpadenns nenonaaok. CHMITOMBL U ApUYMHE! 0TaaaKH ceTin. [TOMCK | yCTpaHeHHe Henona-
N0k ¢y B cerax IP, (Jucraniumonmo)

[P

MNal7

68

11.05.21

Tt

[Mosropenne temp:Mpununn padorss EIGRP. EIGRP: neperifl atan — oTspeitie sapuipyra. Metpusn. Aaropinm
DUAL w Tadniua Tononorun, Anropars DUAL # exoausocts. Cpasrenne EIGRP ans 1Pv4 w s IPv6.
Hacrpoiika EIGRP ana [Pvb. Tposepka EIGRP ang IPv6.

/P

Nal?

69.

13.05.21

(]

T

MOAYIbHOE NPOCK THPOBAHME Cetei, Monenb KOpnopateHO apxutekTypbl Cisco. HoBrle CeTeRBIE 8pXHTEKTYPH.
Pazsusaoiunecs cetesble apxurekTypel. (Anctanumornio)

/P

Nel7

70.

18.05.21

23

Tm

[MpynHunn paborsl OSPF 1 neckonekux ofnacteil. Hasnasenne OSPF ans neckonbiux oGnacreil. [puaumn pa-
Gotel naketor LSA s OSPF nna Heckonskux ofnacteil, Tabniua MapmpyTiiaiin: 1 THNE MapmpyTos OSPE,

P

Nel7

-1

(20,0521

jyiil

Hacmpoiika amnasuaeckoro NAT. Hactpoiika npeoSpasosanus anpecos noprtos (PAT). Tlepeaapecauns noptos.
(McTaniumoHno)

/P

Nel7

J2

th

05.21

m

CpasHeHne craHaapTHeix  pacimperHeiy ACL-cnnekos mas [Pv4, Watnounsie wackn 8 ACL-cnuckax. Pexomen-
nauun no cosnanno ACL-cauckor. Pekomeraaunn no pasvewienmo ACL-cnuckos. JlaGopatopuan padora: Packet
Tracer, Harnaaxoe npeactaenetue padorst ACL-cnucka,

/P

Nel7

J27.0521

TAL

Hionauma npofineMel © NOMOLIRD MHOTOYPOBHEBRIX MoReneit. Otnanka cetn. CpeacTsa NOWCKA U yCTpaHeHHa
Henonanok, CHMITOMB! H IPHYUHBL GTAAAKK CeTH, TTOMCK M YCTPAHEHHE HENOIAN0K CBA3H B ceTax [P,
(JIMcTanumoHKo)

[P

Nol7

101.06.21

T/l

MNouck 1 yeTpasenme Henoaanok 8 padote mapupyrisaropa DHCPv4. Tpotokon DHCPv6. SLAAC u DHCPv6.
DHCPv6 Ge3 0TeiiesnBanms CoCTORHKS,

/P

Mel7

]
&

3.403.06.21

Tl

[Mostopenne Temp: [punnn patotel OSPE. Hactpolixa OSPFv2 ang oanoit ofaacti. Maentudurarop Mapupy-
Tusatopa OSPF. Crousocts OSPF. Tposepka OSPF (JIHCTaHUHOHHD)

/P

Nel7

T6

08.06.21

T

Hactpoiika npecbpazosaqna aapeca v Homepa nopta (PAT). Tepenanpasnenne nopros, HacTpoiika mexanuima
NAT u nporokona IPv6. .

[P

Nel7

77,

10,0621

T

TIpoekT KOpHopaTMBHCT CETH U1A Komiierea 3aannil. [TpockTnporanue nepapxieckoi cetn. MoaynpHoe npoek-
THpOBAHKE Ceteil. Monenk koprioparurHoi apxuteTypil Cisco. HoBRIE ceTerbie apxuTekTypel. Paspipaoiinecs
CeTeRble APXHTEKTYPBL (JIHC1aHMOHHO)

/P

Nal7

78,

15.06.21

T

OcHOBHBIE NOHATHA arpernpoganua kaHanos. [Tpusumn padotsl EtherChannel. Hactpoiika arperupoBaHng KaHa-
nos. Hactpofika EtherChannel. [posepra, nowck u yetpanenue nenomanok B padore EtherChannel.

TP

Nol7

79,

17.06.21

T

Xapaxtepucruiu npotokona EIGRP, Ockosusie dyHkian EIGRP, Tunut naketos EIGRP. Coobuienns EIGRP.
Hactpoiika EIGRP ana [Pv4. Tposepia EIGRP ¢ IPv4 (JIncranimonne)

e

Nel7

80

22.06.21

Tl

Mpuuumnn padors EIGRP. EIGRP: nepewii 31an — o1speiTie Mapipyta. Merpueu, Anropury DUAL u talGnuua
TONoN0rHH, Anropurd DUAL ¢ exoaMMocTs.

P

Nel7

8

{24.06.21

Tim

Hacrpoiika NAT. Hactpoiika cratueckoro NAT. Hactpoiika nnnasuyeckoro NAT. Hactpoiika npeodpasosanus
atpeca 0 Homepa nopta (PAT). Tepenanpasnenmne nopios. Hactpoiika mexannima NAT u npotokona [Pv6, ([u-
CTAHLMOHHO)

e

Nel7

82,

290.06.21

T

Oraanka cer. Cpencrea noHeka v yetpadenus Henonanok. CHMITTOMBL M IPHYHELT OTNaAKKH ceTh, TTouck 1 yoTpa-
HEHHE HENONATOK CEAIH B ceTax [P,

e

Nol7




