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Pabouyas nporpamma 1o cneuuainbHoctd  09.02.06 CeTeBoe M CHCTEMHOE a]MUHHCTPUPOBAHHE
pazpaboTaHa Ha OCHOBE:

e npukaza MuHuctepeTBa oOpazoBanust U Hayku P® ot 9 nexabpst 2016 r. N 1548 "O6
YTBEPXKICHHH  (eoepalbHOro  roCyJapCTBEHHOTO  00pa30BaTe/bHOIO  CTAHAAapTa  CPeIHEro
npodeccronanpHoro  obpasoBanuss 1no  cnenuanbHocTH  09.02.06 CereBoe U CHCTEMHOE
aJIMUHUCTPUPOBaHKE (C U3MEHEHUSMH U JonoyiHeHusMu oT 17.12.2020 rona), 3aperucTpupoBaHo B
Muntocre PO 26 nexabps 2016 r. peructpanuonnsiii N 44978,  ykpynHeHHas rpymna
cnenuaibHoctei 09.00.00 MudopmaTrka W BBIYHCIUTENbHAS TEXHUKA,

®  IIpPUMEpHOH OCHOBHOH 0Opa3zoBaTesbHOM mporpammsl 1o crenuaibHocTu 09.02.06 CereBoe
U CHCTEMHOE aJMMHHUCTPHPOBAHME, 3aperMCTPUPOBAHO B TI'OCYJIAPCTBEHHOM pEECTpe IPUMEPHBIX
OCHOBHbIX 00pa3oBarebHbIX Iporpamm, npukaz GI'EOY IO UPITO Ne [1-24 ot 02.02.2022.

Opranuzanusi-pa3padoTyuK: rocyaapcTBeHHoe Oo/LKeTHOe yupexiaeHue KamumHuHrpazackoi
obnact npodeccroHanbHas oOpazoBaresbHas Opranu3anus « TeXHOIOrHYeCKHH KOUIeIK»

Paspaborunk:
benoyc EBrenust AnarosibeBHa, IperoiaBaresib

PaccmoTpeHa Ha 3acefaHHHM METOIMYecKoil kadenpsl «MareMaTHUeCKHX, eCTeCTBEHHOHAY YHbIX
JHCLMILIMHE ¥ HHPOPMAIL[OHHBIX TeXHOJIOTHi, mpoTokos Ne 01 ot 30 aBrycra 2022 rona - Foo=

a

PekomeH0BaHa MeETOAMYECKMM COBETOM TOCYJApCTBEHHOIO  OIOMKETHOIO  YUpEXKIACHHS
Kamunuarpaackoit obiactu npodeccrHoHansHol o6pa3oBareibHOM oprannsanuel « TexHonoruueckui
KOJLIe DKy, Tpotokost Ne-Ot-et 31 asrycra 2022 rona.
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1. OBIIAA XAPAKTEPHCTUKA PABEOYEH ITPOTPAMMBI
IIPOD®ECCHOHA/IBHOI'O MOJYIA

IIM.01 BBIITOJTHEHHE PABOT I10 ITPOEKTHPOBAHHIO CETEBOH
HUHOPACTPYKTYPbI

1.1. llenv u nnanupyemoie pe3ynomamaol 0C0EHUA NPOPECCUOHATLHOZ0 MOOYA

B pesynprare mzydeHus nmpoheCCHOHATBHOTO MOIYISI OOYYarONIUICs TOJDKEH OCBOUTH OCHOBHOM
BUJ JIeATENbHOCTH BbIMmonHeHne paboT 1O TPOSKTUPOBAHUIO CETEBOW HWHEOPACTPYKTYphl U
COOTBETCTBYIOIIHE €My OOIIHE KOMITETESHITH, U TTPO(heCCHOHAITBHBIC KOMIICTCHIINN:

1.1.1. [Tepedyern 00X KOMIETEHITUH

Koo Haumenoeanue oouux komnemeHuyuil

OK 01. | BeiOupaTh criocoOblI pemeHus 3aaad npopecCHOHATBHOU JIEATeIbHOCTH, MPUMEHHUTEIIBHO K
pa3IMYHbIM KOHTEKCTaM.

OK 02. OcymiecTBISATh TOWCK, aHAJIU3 M HMHTEPIpETAIuio HHGOPMAIMH, HEOOXOIUMON IS
BBITOJIHEHUSI 33/]1a4 TPO(ECCUOHATBLHOMN IeATeIbHOCTH.

OK 03. | IlnanupoBaTh M pealn30BbIBaTh COOCTBEHHOE MpodeccnoHalbHOE U JMYHOCTHOE PAa3BUTHE.

OK 04. | PaGotatb B KOJJIEKTHBE U KOMaHJE, 3()(PEeKTUBHO B3aMMOJCICTBOBATH C KOJUJIEraMu,
PYKOBOJCTBOM, KJIMEHTAMH.

OK 05. | OcymecTBiasATh YCTHYKH0 M IUCBMEHHYIO KOMMYHUKAIIMIO HAa TOCYJAPCTBEHHOM SI3BIKE C
Y4ETOM 0COOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06. | IlposBIsATh TpakIaHCKO-TIATPUOTHYECKYIO TO3UIIMIO, JAEMOHCTPHUPOBAThH OCO3HAHHOE
MOBEJCHHE Ha OCHOBE TPAIMIMOHHBIX OOIIEYEIIOBEUECKUX LIEHHOCTEH, TNPUMEHSTh
CTaHJIapPThl aHTUKOPPYIIIMOHHOTO TIOBE/ICHUSI.

OK 07. | CopneiicTBOBaTh COXpPAHEHUIO OKpYXaroIled cpeasl, pecypcocOepexennto, 3((GeKTUBHO
JIeICTBOBATDH B UPE3BhIYAITHBIX CUTYAIIHSIX.

OK 08. | Victionb30Bath cpencTBa GU3NIECKOI KyIbTYPHI AJIsi COXpAaHEHHS M YKPETUICHHS 3JI0POBbS B
npouecce MpodecCHOHANBbHON AESITeTbHOCTH U TMOJAEpKAaHUS HEOOXOAMMOTO YPOBHS
(bu3MIeCKOil MOArOTOBICHHOCTH.

OK 09. | Vcionb3oBath HH()OPMALIMOHHBIE TEXHOJIOTHH B TPO(HECCHOHATLHOM e TEIbHOCTH.

OK 10. | Tlonb3oBarbesi MpoeccuOHANbHON TOKyMEHTaluel Ha rocyJapCTBEHHOM UM MHOCTPaHHOM
A3BIKAX.

OK 11. | Vicionb3o0BaTh 3HaHUS MO0 (UHAHCOBOI TPaMOTHOCTH, IJIAHUPOBAThH MPEINPUHUMATEIBCKYIO
JesITeIbHOCTh B IPOgecCHOHATIBHOM cepe.

1.1.2. Tlepeuens nmpodeccruoHaNbHBIX KOMIIETEHIUI
Kon Haumenosanue 6uoos deamenvhocmu u npogheccuoHanbHblX KOMnemeHyuil

BA 1. Bvinonnenue pabom no npoeKmuposanuro cemego UHGpacmpykmypbl

IIK 1.1. | BeIOJHATH NPOEKTUPOBAHUE KAOCTHHOM CTPYKTYPhl KOMIBIOTEPHOM CETH.

K 1.2. | OcyuiecTBasTh BBIOOpP TEXHOJIOTUH, MHCTPYMEHTAIBHBIX CPEJICTB U CPEACTB
BBIUHCIUTENLHOM TEXHUKH MPU OPTaHU3AIMHU MTpoliecca pa3paboTKH U UCCIIETOBAHMS
00BEKTOB TPO(HEeCCHOHATBHON IeATETHhHOCTH

I[IK 1.3. | OGecneunBath 3amuTy UWHGOPMAIMM B CETH C HCIOIB30BAaHUEM MPOTPAMMHO-
anmnapaTHbIX CPE/ICTB.

[IK 1.4. | [IpyHrMaTe yyacTue B IPUEMO-CAATOYHBIX UCIBITAHUSAX KOMIIBIOTEPHBIX CETEN U
ceTeBoro o0OpyAOBaHUs PA3IMYHOTO YPOBHS U B OLIEHKE Ka4eCTBA M SKOHOMUYECKOI
53¢ PEKTUBHOCTH CETEBON TONOIOTHUU.

[IK 1.5. | BomonHsaTs TpeOoBaHUs HOPMATUBHO-TEXHUYECKOH IOKyMEHTAlUU, UMETh OTBIT
oopMiIeHHUs! MPOEKTHOM JOKYMEHTAIUH.

[IK 1.6. | Mcnonp3oBaTh MHOTOGYHKIIMOHATBHBIE TPHOOPHI MOHUTOPHHTA, ITPOrPaMMHO-aNapaTHbIE

CpeaACTBA TCXHUYCCKOI'O KOHTPOJIA JIOKAJIbHOM CETH.




1.1.3. B pesynbTaTte 0ocBOCHHS MPOHECCUOHATBHOTO MOYJIsl 00YUYaIOIIMHACS TOJIKEH:

Nmetp
MPaKTUYECKUI
OIIBIT B

IIPOEKTUPOBAHUM APXUTEKTYphbl JIOKAJIBHOW CETM B COOTBETCTBUU C
MOCTaBJICHHOM 3a/1a4€ii;

YCTaHOBKE M HACTPOIKe CETEeBBIX MPOTOKOJIOB U CETEBOTO 0OOPYIOBAaHUS B
COOTBETCTBHH C KOHKPETHOH 3a/1a4eid;

BBIOOpPE TEXHOJOTUH, HWHCTPYMEHTAIBHBIX CpPEICTB IMPU OpraHu3alyu
npoiiecca 1ucciaeqoBaHusi 00bEKTOB CETEeBOM MH(PPACTPYKTYPHI;

obecrieyeHnH 6e30IacHOTr0 XpaHeH!s U Mepeiadyl HHPOpPMAIlMHU B JIOKAIEHON
ceTH;

UCIIOJIb30BAHUM  CIELUAJIBHOTO  MPOTPaMMHOTO  OOecrieueHust s
MOJICJIMPOBAHUS, IPOEKTUPOBAHUS U TECTUPOBAHMSI KOMIIBIOTEPHBIX CETEH.

yMEThb

HPOEKTHUPOBATH JIOKAIBHYIO CETh, BRIOMPATh CETEBBIE TOIOIOT U,
UCII0JIb30BaTh MHOTO()YHKIIMOHAIbHbIE TPUOOPHI MOHUTOPHUHTA,
[IPOTrPaMMHO-AMIAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS JIOKAJIbHON
CETH.

3HATb

0O0IIIMe TPUHITKITEI IOCTPOCHUS CETEH, CETEBBIX TOMOJIOTHI, MHOTOCIIOWHOM
mozemu OS], TpeboBaHMIA K KOMITBIOTEPHBIM CETSIM;

ApPXUTEKTYpPY IPOTOKOJIOB, CTAHJAPTU3ALMU CETEH, 3TANOB MPOEKTUPOBAHMS
CETEBOM MHPPACTPYKTYPHI;

0a30BbI€ MPOTOKOJIBI K TEXHOJIOTHH JIOKAJILHBIX CETEH;

IIPUHLIUIIBI TIOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

CTaHIAPTHI KaOelneil, OCHOBHBIC BUIIbl KOMMYHHKAIIMOHHBIX YCTPOUCTB,
TEPMUHOB, IIOHATHI, CTAHIAPTOB U TUIIOBBIX AJIEMEHTOB
CTPYKTYPHUPOBAHHOMN KaOCIBHON CHCTEMBI.

1.2. KosinvecTBO 4acoB, 0TBOAMMOE HA OCBOeHHUE NPOodecCHOHATHHOTO MOAYJIA
Bcero yacoB __ 556 yacos
N3 uux Ha oceoenne MJIK. 01.01 - 140 yacoB
Ha ocBoeHue MJIK. 01.02 - 130 wyaca
Ha CaMOCTOSITENIbHYO padoty — 40 yacos
Ha MPaKTUKH - 216 yacoB, B TOM uncie yueOHyto 108 yacoB u mpou3BojcTBeHHYIO 108 yacoB
Ox3amed o MJIK — 20 gyacoB
Dk3ameH 1o Moayino — 10 yacoB




2. CTpyKTypa M coiep:kanue npogecCHOHATBLHOTO MOTYJIst

2.1. CTpykTypa npodeccuonanbnoro moxyias IIM.01 BBIIIOJTHEHHE PABOT 110 ITPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPbI

3aHATHA BO B3aUMOJICHCTBUU C MPENoAaBareseM, yac Camocrt
OSITENIbH
Kostr HaMeHOBAMIL CyMl\iapH Ob6yuenue no M/IK Ipakxmuxu ast
BIi pabota
npodeccuoHaIbH paznenos
o0beM Kypcos IIpoussoxacreen | Ilpomex
BIX OOIIHIX po¢eCcCHOHAILHOTO Jlaboparop
. Harpy3Kku BIX Has (110 yTOYHas
KOMITETEHIU I MOy Bcero HBIX U YyeOHnas
, yac. pabot npopuITIo arrecra
MPaKTHYECK
. | (mpoext CIIELIUANIBHOCTH) | IUS
WX 3aHATHHA
OB)
1 2 3 4 5 6 7 8 9 10
IK 1.1.-TIIK 1.6. Paznen 1.
1 14 30 10 2
OK 01-11 KomnbrorepHble cetn 70 0 80 0
IIK 1.1.-IIK 1.6. Paznen 2.
OK 01-11 Opranuzanus,
TIPUHITUTIBI TTOCTPOEHUS 160 130 80 10 20
1 QYHKIIMOHUPOBAHUS
KOMITBIOTEPHBIX CeTel
IK 1.1.-ITIK 1.6. VYyebHas npakTuKa
108 108
OK 01-11
IK 1.1.-IIK 1.6. [IpousBoncTBeHHAst
OK 01-11 MpaKTUKa (110 108
popUITIO 108
CIEIUAIBLHOCTH), YaCOB
DK3aMeH M0 MOAYIIO 10 10
Bcezo: 556 270 160 30 108 108 30 40




2.2. TemaT4yecKuUil IUIaH U coep:KkaHue MpogeccuoHaIbHOro moxyJs (I1M)

IIM.01 BBIIMIOJITHEHUE PABOT IO NPOEKTUPOBAHWIO CETEBOV NH®PACTPYKTYPBI

HaumeHnoBanue
pa3iesioB U TeM
npo¢eccCuoHATBLHOT0 Conep:xkanue y4e0HOTro MaTepuaia, O0béM

monyas (ITM), JIaDopaToOpHbIEe U MPAKTUYECKUE 3aHATHS, CAMOCTOSITEIbHAsI padoTa o0y4yaluuxcs, KypcoBasi padora (mpoekT) | B yacax
MEKIMCUMIIMHAPHBIX

kypcos (M/IK)

1 2 3

Pa3nen 1. KomnbloTepHble ceTH 170
MJIK.01.01. KomnbloTepHBIE ceTH 140
Tema 1.1. BBenenue B Conep:xanue 70
ceTeBble TEXHOJIOTHH 1 Kommetoreprabie cetn.  CoBMmecTHast pabora, MHTEpHET W COBpPEMEHHBIE CETEBBIE TEXHOIOTMH — O0OIacTh

JIP1, JIP2, JIP3, JIP4,
JIP5, JIP7, JIP9, JIP13

TIPUMEHEHNSI W Ha3HadYeHWe. BUIBI KOMIBIOTEPHBIX ceTed. [mobanpHbIe W JOKanbHBIE ceTH. OMHOPAHTOBBIC H
KIIMEHT-CEPBEPHBIEC apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTHI CETEH, CEeTeBas Cpela M CETeBhIE YCTPOMCTBA.
Texunonmoruu nonxmtoueHuss k Mutepuer. KonBeprentnelie cetu. KauecTBo M HagexxHocTh ceTeil. OCHOBHBIE
TTOHSTHUS CETEBOW 0e30MacHOCTH. TeHICHIINH Pa3BUTHS CETEH.

KonconpHBIN HOCTYT, yaneHHsl# qoctyn ¢ momonisio Telnet 1 SSH, ncnons3oBanue mopra AUX.

CeTeBble MPOTOKOJbI U KOMMYHuKanuu. KoaupoBanue u mapamerpsl cooOrieHus. CeTeBble MPOTOKOJBI.
BsaumopnetictBue mportokonoB. HaGop mpotokonoB TCP/IP u mpomecc oOMmeHa naHHBIMH. OpraHu3aiyu o
craggaptusanuu; ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBbie mogenu OSI u TCP/IP. UHKancynsiis qaHHBIX.
[Iporokonpabie Om0ku manabX (PDU). Jloctynm k mokansHBIM pecypcaMm. CereBas anpecanus. MAC- u IP- agpeca.
Hoctyn x yaanéHseiM pecypcam. 1103 no ymoa4anuio.

CeteBoii noctyn. [Iporokonsl u crtaHmaptel Gunveckoro ypoBHs. CriocoObl moakimrodeHus K cetd. CereBbie
nunrepdericapie iatel (NIC). Cpenpl mepenadd JaHHBIX M WX XapaKTEPUCTUKU: TMPOIMYCKHas CHOCOOHOCTH,
MPOU3BOINUTENILHOCTD. Bumbl MemubIx ceTeBbix kabenei: UTP, STP, koakcuanbHbli. Pa3HOBUIHOCTH, 0COOSHHOCTH
MPOKIAJKK W TeCTUpoBaHHWA KaOemed. CTpyKTypa W OCOOCHHOCTH TPOKIAJKH OINTOBOJIOKOHHBIX KaOere.
BecnipoBonubie cpenctra nepenaun qanueix. Cragmgapr Wi-Fi IEEE 802.11.

KananbHbI ypoBeHB U €ro MoxypoBHU: YpasieHue JoruueckuM kananoMm (LLC) u YnpasieHne 10CTyIoM K
cpene nepenauu naHabix MAC. CTpykTypa KaJipa KaHaJIbHOTO YPOBHS M MPHHIIUIIEI €70 (POPMHPOBAHUSI.
CranaapTsl KaHAITFHOTO YpOBHS. DU3NYecKas 1 JIOTHYEeCKasi TOMOJIOTHS CEeTH. TOIOIOTHN «TOYKA-TOUKaY,
«3BE3/1a», «IMOTHOCBA3AHHAS, «KOJblieBas». [lomyayiekcHas U MOTHOAYIUIEKCHAS Mepeada JaHHbIX.
Ocob6ennoctu kanpoB LAN, WAN, Ethernet, PPP, 802.11.

CereBble TexHojorun Ethernet. CewmelictBo cereBbix TexHomoruii Ethernet. ITpunnun paGotsr Ethernet.
B3anmoneticteue Ha momypoBHax LLC m MAC. Ympasnenwe goctynmoM K cpene mnepemadn gaHHBIX (CSMA).
MAC-anpec: unentudukanus Ethernet. AtpuOythi kagpa Ethernet. Ilpencrasmenus MAC-ampecoB. OmHO- U
MHOT0QJIpECHOM, MUPOKOBeNIarebHON pacchuiok. CkBo3HOe noakatodenue, MAC- u IP-aapeca.




[Mpotoxon paszpenienus aapecoB (ARP): mpuHIMIBL paboThL, POIb B Mpoliecce YIAIEHHOT0 00MEeHa TaHHBIMH.
Tabnuubl ARP Ha cereBpix ycrpoiicTBax. OcHOBHbIE HenocTaTku potokona ARP - Harpyska Ha cpeny nepenadu
JaHHBIX U 0€30MaCHOCTb.

OcHoBHas wHQOpMAIUSI O TopTax kKommyTaropa. Tadmuma MAC-agpecoB kommyratopa. Dynkims Auto-MDIX.
CrniocoObl mepecblUTky Kaapa Ha koMmyTtaropax Cisco. bydepuzauus namstu Ha KoMmMmyTaTtopax. @uKCHpoBaHHAs U
MOAyJbHas KOH(GUrypauuu KOMMYyTaTopoB. CpaBHEHHE KOMMYyTaluu ypoBHA 2 W ypoBHs. Texnomorust Cisco
Express Forwarding. Buprtyanbnbiii uatepdeiic kommyraropa (SVI), Mapmpyrusupyemsrii mopt, EtherChannel
ypoBHs 3. KoHQurypauus MapmpyTU3upyeMoro mopra.

CerteBoii ypoBeHb. CeTeBOl ypOBeHb B Ipolecce Mepenadn JaHHbIX. 1IpoTokonsl cereBoro ypoBHs. OCHOBHEBIE
xapakrepucTiku [P-nporokona. Ctpykrypa makeros [Pv4 u [Pv6. OcobeHHOCTH 1 penMyIecTBa nmporokona Pvo.
Meroapl MapuipyTU3aluy y370B. Tabnuia MapmipyTH3alWd y3JI0B M MaplipyTH3aTopa Ajsl mpoTtokonoB IPv4 u
IPv6. VYcrpoiictBo wmapmpyTtuzatopa — I[lpomeccop, mamsarh, omepanuoHHas cuctema. [loaxmioueHue K
MapIIpyTH3aTOpy dYepe3 pa3inuHble MOopThl. HacTpoiika HCXOZHBIX NapaMmeTpoB, HHTepdelcoB, HUI03a M0
YMOTYaHHUIO U JPYTHUX XapaKTEpPUCTHK MapUIpyTH3aTOpa.

TpancnoprHbIii ypoBenb. Ha3zHaueHue u 3a7a4U TPAHCIIOPTHOI'O YPOBHS.

MynbTUnIeKCUpOBaHNE ceaHCOB cBs3U. Ommcanue u cpaBHeHue mpoTtokonoB TCP m UDP — HajexHOCTh U
TIPOU3BOIUTENHHOCTD, 00J1aCTh IPUMEHEHH. Anpecartus moptoB u cermenTanus TCP u UDP. OOMeH qaHHBIMHA TTO
TCP. Ilpormeccer TCP ceppepa. Ycranornenne TCP-coenmuuenus u ero 3aBepureHue. [I[pHHITUTIBI «TPEXCTOPOHHETO
pyxonoxatusi» TCP. Hapéxunocts u ynpasnenue norokom TCP - IloaTrBepixaeHne NoaydeHHs CETMEHTOB, MOTeps
JaHHBIX M TOBTOpHAs Mepeaaya, yrnpasieHue NoTokoM. OOMeH maHHbIME ¢ ucnonb3oBanneM UDP. Ipoueccer u
3arpocsl UDP-cepBepa, UDP-mararpammel, mporieccsl UDP-ximmenta. [pmnoskenus, ucnonssytonme UDP u TCP.

IP-aagpecamusi. Crpykrypa [Pv4-anpecos. CereBas u y3moBas yactek [P-agpeca. [IpeoOpazoBanue aapecoB Mex Iy
JBOMYHBIM W JECATEpUYHBIM IpeacraBieHueM. Macka mnoxacetn [Pv4. CereBoit azapec, aapec y3ma H
mupoKoBemarensHelii anpec cetn IPv4. IlpucBoenume y3my cratmueckoro M auHamuueckoro IPvé4-agpeca.
MmuoroanpecHas mepemada. [lyomuunpie um wactHeie [Pv4-aapeca. [Pv4-anpeca crnemnumanbHOTO Ha3HAYCHHS.
[IpucBoenne IP-agpecos. CoBmecTHOE HcTONb30BaHNE MPOTOKONIOB IPv4 1 IPv6: nBOIHON cTeK, TYHHEIUPOBaHUE,
npeobOpazoBanue. [Ipencrasnenue [Pv6-agpecos. [IpaBuna cokpamenus 3amucu [Pv6-anpecos. UnauBuIyansHbIH,
TPYTIIIOBOH, POU3BOIBHBIN TUTIBI [Pv6-aapecoB. CTpyKTYpHI JIOKATBHOTO U TI00ATBHOTO WHAWBHIYaIbHBIX [PV6-
aapecos. Craruueckasi ¥ IMHAMHUYECKas KOHPUTypaIuu rio0aaibHOro WHAUBUAYaIbHOTO aapeca. [Iponecc EUI-64
U cIy4alilHO CreHepHpOBaHHbIN naeHTH(UKaTOp NHTEpdeiica.

ICMP-cepBucel. Otnuansa s npotokoioB [Pv4 u IPv6. Coobmenus ICMPvI6 «3ampoc k MapmipyTuzaropy»,
«OOBsABICHUE OT MapIIpyTH3aTOpay, «3ampoc cocearero y3ia» u «OOBSIBICHHE COCETHETO y3Jay. TecTupoBaHue
CeTH C MOMOIIBIO 9X0-3aMpocoB. TpaccupoBka MapiipyTa. Bpems mpoxokaeHusl CHrHajda B MPSIMOM U 0OpaTHOM
Hanpasienusx (RTT). Bpems sxuzau (TTL) IPv4 u npenen nepexomnos [Pvo.

Pasznenenne IP-ceteii Ha monceru. Cermentarus [P-cerei. OOMeH maHHBIMU MeX Oy moaceTsmu. [ImanupoBanue
aJpecan B ToOACeTsIX. PacuetHple (opMmynsl mnmsi cermMeHTanuyd ceTH. Pa3OmeHwe Ha IOACETH Ha OCHOBE
TpeOOBaHMI y3JI0B U CeTel, B COOTBETCTBUH C TpeOoBaHMsIMHU ceTeld. OnpeneseHre Macku nojaceTy. Pazouenue Ha
MOZACETH C UCIOJIb30BaHUEM Macku nepeMeHHor aimuHel (VLSM). bazoBas Monens n Ha3HaueHHe OJIOKOB aapecoB
VLSM. IlnanupoBanue agpecannu cetd. Ocobennoctu mpoektupoBanusi [Pv6-cetn. Pazbuenne Ha mojcetu ¢




MCIOJIb30BaHUEM HJICHTH(HKAaTOpa HHTEpdeiica.

10

YpoBeHb NPUJIOKEHHH. YPOBEHb IPWIOKEHUMN, YPOBEHb IPENCTABICHUS M CEAHCOBBIA YpOBeHb. IIpumepsl
pactupocTpaHeHHBIX TpuioxeHui. [Iporokonsr yposus npuinoxernid. Omaopanroseie cetu (P2P). Mogens tuma
«xmueHT-cepBepy. 0030p mporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a momenasix umMeéH (DNS).
dopmar coobmiennit u nepapxust DNS. Ytunuta «nslookupy». Ciy:x6a DHCP. IIpoTtokon nepenauu ¢aiinos (FTP).
[Ipotokon oomena Grmokamu cepBepHbIX coobmenuit (SMB). Konnenmun «Bceoobsemmromuii MaTepaer» BYOD.
JlocTaBKa JaHHBIX 110 KOHBEPTEHTHBIM CETSIM.

11

Co3nanue W HACTPoOiika He0OJbINOH KOMILIOTEPHOI ceTH. I[lmanmpoBanme w co3gaHWe HEOONBITION
KOMIBIOTEPHOM CETH: OIpeIeieHHEe KIIIOYEBBIX (PAaKTOPOB, BHIOOP TOMOJOTUM M CETEBBIX YCTPOMCTB, BHIOOp U
HacTpOHKa MPOTOKOJIOB, CUCTEMBI afpecauy. Mepsl 1o 00ecredeHHI0 0e30MacCHOCTH CETH. YSI3BUMOCTH U CETEBBIE
araku. Pa3BenpiBarenbHbie araku, ATaku nocrtymna, Otka3 B oocmyxupanuu (DoS-araku). PezepBHoe kormupoBaHue,
OOHOBJIEHME W YCTAaHOBKA HCHpaBiieHHH. MexceTeBble SKpaHbl. AyTCHTH(QHKALUS, aBTOPU3alUs W YUET.
Bxmrouenne npotokona SSH.

@DalnoBbIE CHCTEMBI MapIIPyTH3aTOPOB U KOMMYTAaTOpoB. Pe3epBHOE KOMMPOBAHNE U BOCCTAHOBIIECHNE C TOMOILBIO
TeKCTOBBIX (haiinoB, nporokona TFTP, USB-nakonutens. BcerpoeHHble City:x0bl Mapiipytuzanuu. [lomnepikka
OecIpOBOAHBIX MOAKIIOUEeHUH. HacTpoiika BCTpOSHHOTO MaplIpyTH3aTopa.

B mom uucne npaKkmu4ecKux 3anamuil

1

CocrapneHue KapThl CeTH MHTEpHET C MOMOIIBI0 YTHIINT «pingy U «traceroutey»

2 Coznmanue npocToii ceTu:
. YcraHOBKa ceaHca KOHCOJH € CETEBBIM 000PYA0BaHUEM IIpH ToMoInyu nporpammsl Tera Term;
. Coznanue cetn; HacTpoiika OCHOBHBIX ITapaMeTpOB KOMMYTAaToOpa.
3 [IpocmoTp ceteBoro Tpaduka ¢ moMomsko mporpammsl Wireshark.
[MoaxiroueHre KOMITBIOTEPOB K CETH C MIOMOIII0 Kaberneil n OeCrpOoBOIHBIX a1aNTePOB:
. Omnpezenenne CeTEBHIX YCTPONCTB M KaHAIOB CBSI3H;
. OO0XHUM CeTeBOro Kabders;
. [IpocMOTp HaHHBIX 0 6ECTIPOBOIHBIX M MPOBOIHBIX CETEBBIX aIaNTepax.
5 Wzyuenne Ethernet-rexnonoruii:
. IIpocmotrp MAC-anpecoB CETEBBIX YCTPOKHCTB;
. Uzyuenue xanpos Ethernet ¢ momomipto nporpammer Wireshark;
. IIpocmotp ARP ¢ momomipio mporpammel Wireshark, narepdeiicoB komanmaon crpoku Windows u 10S;
. Hcnonp3oBanue untepdeiica komananoi crpoku [0S ¢ tabanuamun MAC-anpecoB KOMMyTaTopa.
6 [TocTpoenwne cetn Ha 6a3e MapUIPyTHU3ATOPA:
. [IpocmoTp TabmuL MapIpyTH3aLUH y37I0B;
. Uzyuenne Gpu3nyecKkux XxapakTepUCTUK MapIIPyTH3aTopa;
. Co3pnanue cety, cocToslIed U3 KOMMYTaTopa ¥ MapIIpyTH3aTopa.
7 N3ydenue TpaHCIOPTHOTO YPOBHSL:

. Habmonenue 3a mpoiteccoM TpéxctopoHHero «pykomoxarus» TCP ¢ momomnipio mporpammel Wireshark;
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. Uzyuenne 3axBaueHHbx qaHHbx DNS UDP ¢ nomomipto mporpammer - Wireshark;

. Uzyuenue 3axBayeHHbIX naketoB FTP u TFTP ¢ momomkio nporpammsl Wireshark.
8 Hacrpoiika [P-anpecarumu:
. HUcnonp3oBanue kanbKynsatopa Windows B paboTe ¢ CETEBBIMHU apecamu;
. Konseprauus [Pv4-anpecoB B ABOUYHYIO CUCTEMY CUHCIICHUS;
. Onpenenenue [Pv4/IPv6-anpecos;
. Hactpoiika IPv6-anpecoB Ha ceTeBBIX YCTPOMCTBAX;
. TecTrpoBaHKe CETEBOr0 MOAKIIOYSHHUS C TOMOLIHIO KOMAHJI «ping» U «traceroutey.
9 Cermenranus [P-ceteit:
. N3yuyenue KanbKyIsTOPOB MOACETEH;
i Pacuér moacereii IPv4;
. Paznenenue cereil ¢ pa3au4yHbBIMU TOIIOJIOTMSIMU Ha TOJICETH;
. Pa3paboTka 1 BHeApEHNE CXEMBI aipecaliny, pa3aenéHnoil Ha nogceru [Pv4-cery;
PazpaboTka 1 BHeApeHue cxeMbl aapecannd VLSM.
10 | IP-agpecarus:
. aHanu3 TpaduKa OAHOAIPECHOH Mepeaad, IMPOKOBEIIATEILHON 1 MHOTOAAPECHOM PacChUIKHY;
. HacTpoika angpecaruu [Pvo;
. npoBepka anpecanuu [Pv4 u IPv6;
. 0TpaboOTKa KOMITJIEKCHBIX MPAKTUYECKNX HABBIKOB.
11 Cermenranus IP-cereit:
. OpraHH3aLys NOACETH IO PA3INYHBIM CLIEHAPHSM;
. pa3paboTKa U BHEAPEHHE CTPYKTYpHI aapecanun VLSM;
. BHEJPEHUE CXEMBI aJIpecallu, pa3aeaéHnoil Ha noaceru [IPvo-cetu;
. 0TpaboTKa KOMITJICKCHBIX MPAKTUYECKUX HABBIKOB.
12 | U3yueHue OCHOBHBIX CETEBBIX CIYXkKO:
. N3zyyenne gpynkunu ooMeHa ¢pailiaMu MeKIy OZHOPAHTOBBIMH YCTPONHCTBaMH ONpeiesieHHe Ipeodpaso-
BaHuil PAT; «M3yuenue npasui pabotsl DNS;
. N3yuenne nporokona FTP.
13 | ObecrneueHne 6€30MACHOCTH CETH:
. Uzyuenue yrpo3 ceTeBoii 6€30MacHOCTH;
. JlocTyn K ceTeBBIM ycTpolcTBaM 1o nporokory SSH;
. ObecneyeHue 0e30MaCHOCTH CETEBBIX YCTPOUCTB;
14 | AHanu3 KOMIBIOTEPHOM CETH U HACTPOHKa MapIIpyTH3aTOpa:
. [IpoBepka 3aepxek B epeadll CETEBBIX MAKETOB C MOMOIIBIO YTHIIMT «ping» U «traceroutey;
. Ucnons3oBanne untepdeiica komananoi crpoku (CLI) aist cOopa cBeeHMiA 0 CETEBBIX YCTPOWCTBAX;
. VYnpasnenue ¢aitnamu KOHPUTYpaUy MapIIpyTHU3aTopa ¢ TOMOIIBIO IPOTPaMMBI SMYIISIIUHN TePMUHATA

. Ypaenenue daiinamu kKoHGUTYpanuu ycTpoicTB ¢ ucnosib3zopanueM TFTP, guem-namsitu u USB-Hakonu -




TelneHu
. M3ydenne npoueayp BOCCTAHOBJIEHHUS MAPOJIEH.
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HpOCKTI/IpOBaHI/IG " CO3JaHUC CCTU IJISI MAJIOTO TPEAIIPUATUA — HUTOTOBBIN MOPOCKT

Tema 1.2. IIpuHIUNIBI
MApPIIPYTH3ANMHA H
kommyTamuu JIP1,
JIP2, JIP3, JIP4, JIPS,
JIP7, JIP9, JIP13

Cooe,

HCAHUE

BBenenue B kommyTHpyemble ceTH. OO0nennHEHHBIE ceTh. Mepapxus B KOMMyTHpyeMoit ceTu. Poib
KOMMYTHpyeMbIX ceteil. KommyTtupyemas cpena. Junamuueckoe 3anonnenue tadnmuisl MAC-agpecos
KOMMyTaropa. MeTonbl nepechbUIKH Ha KoMMyTaTope. KoMmMyTarus ¢ mpoMeXyTO4HbIM XpaHeHHneM. CKBO3Has
KOMMYTalHs.

KommyTtannonusie noMeHbl. CHUKEHHE TTEPETPY30K CETH.

OcHoOBHBIE KOHIIENTIMHA U HACTPOI KA KOMMYTAIlHH

OcCHOBHbIE KOHIIEMIIUU U HACTpOMKa KOMMyTanuu. [lepBoHavanbpHast HACTpOilka KOMMYTaTopa U BOCCTaHOBJIIEHHE
nociie cucteMHoro cbosi. Hactpoiika moctyna st 6a3oBoro yrmpasieHust komMmyTaropoM ¢ [Pv4. JlymiekcHas
cBs3b. Hactpolika mopToB KoMMyTaTopa Ha (Gu3udeckoM ypoBHe. DYHKIINS aBTOMATHUYECKOTO OTIPEEIICHUS THITA
kaoens (Auto-MDIX). IIpoBepka HacTpoek nmopra kommyTaropa. Ilouck u ycrpanenue npodiaeM Ha ypoBHE
JOCTyIa K CETH.

BbesomacHocTh KoMMyTaTOpa. 3anuImEHHBIN ynan€unslii qoctyn. Hactpoiika SSH. PacpocTpanénnslie yrpo3s
6e3onacHocTu: nepenoiaaenue Tabmusl MAC-aapecos, DHCP-ciyduHr, rcnonbp3oBaHue ySI3BUMOCTEH MPOTOKOIIA
CDP, Araku Telnet u np. AyIuT 1 pakKTHYECKUE PEKOMEHIAITUH 110 00ECTIEYeHNI0 OE30MTaCHOCTH CETH.
bezomacHocTh mopra koMmmyTaropa. OrcnexuBanrne DHCP coobmennii. @yHkius 6e3onmacHOCTH mopTa. Bumsr
3ammTel MAC-aapecoB. PesxuMbl pearupoBanust Ha HapymeHne OezomnacHocTH. [IpoBepka n HacTpoiiKa HOPTOB.
[Tpotoxkon cereBoro Bpemenu (NTP).

BupryanbHnbie gokanbhblie ceTd (VLAN)

Bupryansasie mokanpabIe ceTH (VLAN) — KaccupuKaIis 1 OCHOBHBIE XapaKTePUCTHKHU. TpaHKH BUPTYaTbHBIX
cereil. KoHTponb mupokoBemarenbHbix 1oMeHOB B ceTsix VLAN. Teruposanue kanpos Ethernet mis
naentudukanym cetn VLAN. Cern native VLAN u terupoBanue crannapra 802.1Q. TerupoBanue ronocoBoi
VLAN. Peanuzanum BUpTyanbHOU JoKkanbHOU cetu. HazHauenne nopro cetssM VLAN. Hactpoiika TpaHKOBBIX
kaHasoB. [IpoTrokon auHaMudeckoro co3aanus TpankoBoro kanana (DTP). [Touck n ycTpaneHue HEMoONaA0K B
BUPTYaJIbHBIX JOKAIBHBIX CETSX M TPAHKOBHIX KaHanax. IIpobnemsl ¢ IP-agpecanneii cetn VLAN. HecoBnanenus
PEKUMOB TPaHKOBOH cBsizu. [IpoekTrpoBanue u obecneuenue 6ezonacaoctn VLAN: hopping, cydusr
KOMMYTaropa, aTaka ¢ ABOWHBIM TerupoBanuem, Cetb PVLAN nepumerpa. [Ipaktudyeckue pekoMeHAauH 110
MIPOEKTUPOBAHHIO BUPTYaIbHOM JIOKAJILHOM CETH.

Konnenuusa mapmpyruzanuu

Hacrpoiika mapuipytuzatopa. MexaHu3Mbl IEpeChUIKH MakeToB. IlogkmtoueHne u HacTpolKa yCTPOMCTB.
CaeroauonHble HHAMKATOPBI HAa MaplIpyTH3aTope. AKTHBanus U HacTpoiika [P-agpecanuu. [IpoBepka cBsi3HOCTH
ceTell ¢ mpAMbIM NoakitoueHreM. [IpoBepka HacTpoek nHTepdetica. OUILTpaLus BEIXOAHBIX JaHHBIX KOMAH]T
«show». KommyTanus nakeToB Mexy ceTaMu. OyHKIUS KOMMYTalMy MaplpyTu3aTopa. MapmpyTusanus
naketoB. Onpenenenue myTy. IIponecc mpuHATHS PELIEHUs O IEPEChUIKE TakeToB. BbIOOp onTuMansHOro myTy.
[Ipotokomnst RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AIMUHHCTpHpOBaHHE paccTosiHUE (AD) 1 HaneXHOCTh
MapuipyTa. AHaau3 Tabaull MapIIpyTU3alUN — HCTOYHHK JaHHBIX, IPUHIMIIEL ()OPMUPOBAHKE BOZMOKXHOCTH
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HACTPOWKH. 3armucu TabNuIbl MapIIPyTU3ALUH AJIS1 CETeH ¢ MPSIMBIM MOAKIIIOYEHHEM. 3alaHie CTaTHYECKUX
MapupyToB. [IpoTokonsl fuHaMuyeckor Mapiipytusanuu cered IPv4 u IPv6.

Mapumpyruzauus me:xxay VLAN
[IpuaTMIEr padboTsr MapmpyTH3auu Mexay VLAN. Hactpoiika MapiipyTu3aimy Ha 6a3e MapIipyTH3aTOPOB ¢

HECKOIBKUMH (PU3NYECKUMU HHTepdeiicaMu, ¢ NCIIONb30BaHneM KOH(UTypauu router-on-a-stick, uyepes
MHOTOYpOBHEBBIN KoMMyTaTtop. [Ipobnemsr mapmpytuzamuu Mexay VLAN. IIpoBepka koHpUrypaunn
KOMMYTaTopa 1 HacTpoeK MapupyTtusaropa. Hemomangku B pabote nnrepdeiica. Ommbku B [IP-anpecax u mackax
noacern. Hactpoiika n pabora kommyTaruu Ha 3-M ypoBHe. MapmpyTtuzanus Mexny VLAN depe3 BupTyaibHbIE
uHTEepPelchl KOMMYTATOpa, MAPLIPYTU3UpyeMble MOpThl. Henonaaku B HacTpoiikax KOMMyTaropa 3-ro ypoBHSL.

Crarnyeckasi MapuIpy TH3alMs

[IpeumyiiecTBa 1 3a1a4y CTATUYECKON MapIIPyTU3aLMK. TUIBI CTATUYECKUX MAapLIPYTOB: CTaHAAPTHBIH, 110
YMOITYaHUIO0, CyMMapHbIi, TuaBaromuii. Hacrpoiika ctarnuecknx mapupyTtoB [Pv4 u IPv6. Komanaa «ip routey.
Mapupyt caenyromero nepexona. Hanpsmyro noakmrou€HHbIM craTuueckuid MapmipyT. [1oMHOCTEIO 3a1aHHBII
cTaTnyecKuil MapmpyT. HacTpolika cTaTndeckoro MapupyTa rno ymondanuto. Kiaccosas agpecanus. KiaccoBsie
Macku noaceTH. beckiaccopas mexnomennas Mapupyruzanus CIDR. O6bennnenne MapuipytoB. Opranusamms
cynepcereid. Mcrnonb3oBaHue Macok nojceTH pukcuposanHoi amuHbl (FLSM). Macka nojcety nepeMeHHOM
ekl (VLSM). Hactpoiika cyMMapHBIX U IJIABAIOIIAX CTATHYECKAX MapmipyToB. Pacuér cymmapHoro
Mapmpyta. O0benuHeHNE CeTeBBIX aapecoB IPv4 u [Pv6. Ilonck u ycTpaHeHHe HEITOJIao0K B HACTPOHKax

CTaTHYECKOTO MapIIpyTa ¥ MapuIpyTa o yMOITYaHHIO.

JuHaMu4yecKas MapumIpyTHU3anus
IIpoTOKOITBI AMHAMWYECKON MapIIPYTHU3AIINHN — Ha3HAYECHUE, IPUHIIMIIEI paboTHI 1 HCTOpHs pa3BuTHs. CpaBHEHHE

JTUHAMHYECKON M CTaTHYeCKOW MapuIpyTr3anui. [[puHIums! paboTsl TPOTOKOJIOB MapIIPYTHU3AIIMH: ITYCK TOCTIE
BKJItoueHus nutanus, CereBoe oOHapyxenue, OOMeH JaHHBIMU MapuIpyTu3anuu, ObecrnedyeHne CXOIUMOCTH.
Knaccuguxauus nporokonos mapupytusanuu. [Iporokonst IGP u EGP. [lucTaHIMOHHO-BEKTOPHBIE TPOTOKOJIBI
RIP, IGRP. ITpoTtokomis! MapmpyTuzanuu o cocrosauio kanana OSPF u [S-IS. KnaccoBrie n 6eckiaccoBbie
MIPOTOKOJIBI MAPIIPYTU3ALUHN. XapPAKTEPUCTUKH U METPUKHU TIPOTOKOJIOB.
JnHaMuyeckas qTUCTaHIUOHHO-BEKTOPHAs MaplIpyTU3anus. JJucTaHIMOHHO-BEKTOPHBIN anropuT™M. MexaHu3Mbl
OTIIPABKH M MOTyYEHUS TAaHHBIX MapIIPyTH3AINH, PacI€éTa ONTUMAIBHBIX MMyTeH U J0OaBIEHHU MapIIPyTOB B
TaOJIMIly MapUIpyTH3aluu, 0OHApYKEHUs U pearnpoBaHus Ha U3MEHEHHS B Torosorun. Hactpoiika nmporokona
RIP: Bkmtouenue RIPvV2, oTkin0ueHE aBTOMAaTHYECKOTO 00BEIMHECHN S, HACTPOWKA TACCUBHBIX UHTEP(EHCOB,
repenaya MapuipyTa 1no ymondanuto o cetd. Hacrpoiika nporokona RIPng. IIpouecc mapiipytuzanuu 0o
cocrosiHAIO KaHaia. Hello mpoTokon. makeT cocrosams kaHana (LSP). JlaBuHHAs pacchiika TaKeTOB COCTOSTHHS
kaHasna. JIaBuHHAs pacchbUIKa MaKeTOB cOCTOsHMS KaHama. Co3nanue aepesa kparyaiimux myteid SPF. Jlo6aBnenue
mapuipytoB OSPF B Tabnunyy mapmpyrusanun. Henocrarku IpoTOKOJIOB MapIIpyTH3aIllK IO COCTOSHHIO KaHaja.
Tabmura MapipyTH3aIuy. 3aucH ¢ MPSMBIM TOAKITIOYCHUEM U YAAIEHHOHN ceTH. JlnHaMUYeCcKy ToiTydaeMble
MapuipyThl [Pv4/6. TIpoliecc moncka Mapmpyra.

OSPF nuist ogHol o0s1acTa
CewmeiictBo npotokonoB OSPF. Xapakrepuctuku, npuHiumnsl padotsl 1 komnoHeHTsl OSPF. Oco6ennoctnt OSPF

JUTsl OTHOW M HECKOJIKMX obJiacTell. MaructpanbHas o0nacts. Mukancynsuus cooduierunit OSPF, Turmbsl makeToB




OSPF: maket npusetctBus (hello), maker onucanust 6a3pl naHubix (DBD), maket 3anpoca cocTosHUS KaHaja
(LSR), naket ooHOBiIeHUs cocTosiHus kaHana (LSU). maket moarsepxkaeHus coctosaus kanaia (LSAck).
O6HoBIIeHUs cocTosiHUA KaHana. Paboune cocrossarst OSPF. Beigenennstii (DR) u pe3epBHBII BBIICICHHBIH
Mapmpytuzarop (BDR). Cunxponmsarus 6a3 manaerx OSPF. Hactpotika OSPFv2 mist omHo# oOmactu. Pexxnm
KOH(Urypanuu uaeHTuGHKaTopsl Mapupytusaropa. Mcnons3zoBanue nnarepdetica loopback. Brmouenne OSPF na
unrepdeiicax. llladnonnas macka. Komanna «network». Hactpoiika naccuBubix naTepdeiico. ®opmyna pacuéra
metpuku croumocti OSPF. Hactpoiika 3Ha4eHuit mponyckHO# criocooHocTH HTepdeiica. [IpoBepka coceaHnx
YCTPOMCTB, HACTPOEK MPOTOKOJIA, JAHHBIX Mporecca u Apyrux xapakrepuctuk OSPF. Cpasaenue OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tomonorust cetu OSPFv3. Hactpoiika naeHTudukaTopa MapipyTuzaropa
OSPFv3. Brimouenne OSPFv3 na nnaTepdeiicax.

Cnucku koHTpoJs noctyna (ACL)

Crucku koutpoist nocryna (ACL). [Tpuanun padorsr ACLcenucko. Tumnsl ACL-ciinckoB Cisco amist [Pv4.
ITpucBanBanme HomepoB 1 UMEH ACL-cimckam. Pacuér mabnonHoi macku B ACL-cnimickax. Pexkomenganmm o
co3manuio u pazmemeHnto ACL-crickoB. PasMemenne cranmapTHBIX U pacmmpeHHbIx ACL-crimckoB. Hactpoiika
crangaptHoro ACL-cnncka. [Ipumenenune crannaptabix ACL-ciinckoB Ha unTepdeticax. Kommenrapun k ACL-
cnuckam. IIpoBepka 1 penakTrpoBaHue cTaHAapTHEIX HyMepoBaHHbIX ACLcnuckoB. ACL-cTatucTuka. 3ammra
moproB VTY ¢ momomipio ctangaptHoro ACL-crncka IPv4. CtpykTypa u HacTpoiika pacimupeHHbx ACL-crckoB
st IPv4. dunsrpanus Tpaduka ¢ HCoiab30BaHueM pacimupeHHbIXx ACL-ciickoB.

[Touck n ycrpanenue Henonanok ACL-cruckos. Pacipocrpanénnsie ommbku ACL-crinckoB. CpaBaenne ACL-
cnuckoB st [IPv4 u IPv6. Hactpoiika u npoBepka ACL-cniuckoB st IPv6.
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Hporoxoa DHCP

ITporoxon DHCP. DHCPv4: 6a3oBas onepaiiusi, hopMar COOOIICHHH, COOOILICHHS OOHAPYKEHUS U ITPEIIIOKEHUS.
Hactpoiika, mposepka u perpancisanus npocroro DHCPv4-cepsepa. HacTpoiika MapiipyTu3aTopa B KauecTBe
DHCPv4-knunenta. Hactpoiika mapmpyrtusaropa kinacca SOHO. Ilouck u ycrpaHneHue Hemonaiok B padote
mapmpytuzaropa DHCPv4. TIporokon DHCPv6. AproMaTrueckas HacTpoka ajpeca 0e3 OTCIC)KUBAHUS
cocrosaust (SLAAC). [Mpunnun padotsl SLAAC ¢ DHCPv6. DHCPV6 ¢ 1 6e3 oTcie:KuBaHUs COCTOSTHUSL.
[Ipoueccst DHCPv6. HacTpoiika mapuipytusaropa B kauectBe DHCPv6-cepepa u DHCPv6-knuenra. [louck u
ycTpaHeHne Hermonanok B padore DHCPv6.

11

IIpeoGpa3oBanue ceTeBbIX aapecon IPv4

[TpeobpazoBanue ceteBbix aapecoB [Pv4. KonnenrtyansHoe nmpeoOpazoBanue ceteBbix aapecoB (NAT).
Tepmunomorus u npuHIUIB padboTel NAT. IIpocTpancTBo yacTHBIX [Pv4-ampecor. CTarndeckoe 1 TMHAMIYIECKOE
npeobpazoBanue cereBbix aapecoB (NAT). IlpeobpazoBanne agpecos moptoB (PAT). Cpasuenne NAT u PAT.
[IpeumymectBa u Hegoctatku NAT. Ananu3s cratuueckoro npeoopaszoBanusi NAT. [TpuHimm paboTer
nuHamuueckoro NAT Hacrpoiika u nposepka NAT, PAT. Ilepeanpecanus nopros. Hactpoiika NAT u mpoTtokona
IPv6.

[lonck u ycTpanenue Henosagok B padbore NAT.

B mom uucne npakmuueckux 3auamuil

1

Hacrpoiika kommyTaropa:
. ba3oBas HacTpolika KOMMYTaTOpa;
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. Hactpolika mapaMeTpoB 6€30M1aCHOCTH KOMMYTAaTOpa.

2 HacTpoiika 6e30macHOCTH KOMMYyTaTOpa:
. Hactpoiika nporoxona SSH;
. Hacrpoiika ¢pynkuuu Switch Port Security;
. [Touck u ycTpaHeHHe HETONaA0K B CUCTEME Oe301IaCHOCTH IOPTOB KOMMYTATopa;
OtpaboTKa KOMIUIEKCHBIX MIPAKTHUECKUX HABBIKOB.
3 Kondurypamms cereit VLAN:
. Kondurypamms cereit VLAN u TpaHKOBBIX KaHAJIOB;
. [Touck u ycTpaHeHue HeMonaaok B koHpuryparuu VLAN;
. Peanuzanms cucteMsl 6e3onacHocTd cetd VLAN;
. Peanuzarust cereit VLAN 15t cCerMeHTalMU CeTed NPEANPUSATHIA MAJIOro M CPEeIHEro Ou3Heca.
4 Hacrpoiika mapuipyTtuzaropa:
. Hcnonk3oBanne KOMaH bl traceroute st 0OHApYKEHUS CETH;
. JIOKyMEHTHpPOBaHUE CETH;
. Hacrpoiika uatepdeiico IPv4 u [Pv6;
. Hacrpolika u npoBepka HEOOBIION CETH;
HccnenoBanue MapIpyToB € IPSIMBIM MTOJKIIOUEHUEM.
5 Hacrpoiika mapuipyTu3anuu:
. Cocrasnenue cxeMsl cetu HTEpHET;
. Hactpoiika 0a30BbIX MapaMeTpOB MapIpyTH3aTOpa ¢ MOMOIIbI0 nHTepdeiica komanaHoi crpoku (CLI) cu-
cremsbl Cisco 10S;
. Hactpolika 0a30BbIX apaMeTpoB MapupyTusaropa ¢ nomorpsio CCP.
6 Mapmpytuzanus mexay VLAN:
. Hacrpoiika mapmpytuzanuu mexxay VLAN ans kaxxnoro unrepdeiica;
. Hactpoiika mapmpyTtuzamun mexay VLAN Ha ocHOBe cTannapra 802.1Q 1 TpaHKOBOTO KaHama;
. [Tonck u ycTpaHeHHE HEMONA0K B MapIIpyTH3anuu Mexay cetssMu VLAN.
7 Hacrpoiika crarnyeckoi MapIpyTH3aLuu:
. Hacrpoiika crarnueckux MapuipytoB [Pv4/IPv6 mo ymonianmo;
. Pazpabotka u peanuzanus cxemsl anpecanuu [Pv4 ¢ ucnons3oBannem VLSM;
. Pacuér cymmapusix mapmpytos [Pv4 u IPvo;
. [Tonck u ycTpaHeHHE HEMONAJOK cTaTHUeCcKuX MapipyTos [Pv4 u IPv6.
8 Hacrpoiika tuHaMU4eCcKOi MapIIpyTU3aLUu:
. HccnenoBanue cXonuMoCTH;
. CpaBHeHHE METOZIOB BBIOOpaA Iy TH B MpoTokogax RIP.
9 Hacrpoiika npotokosioB RIPv2 u RIPng.
10 | Hactpoiika nmpotokonos OSPF:

. Hacrpoiika 6a3oBoro mportoxona OSPFv2 miis omHo# obnacTtu;




. BbasoBast HacTpoiika npotokona OSPFv3 nnst omHOM obnacTi.

11

I/ISY‘ICHI/IC MEXaHHU3MOB paGOTBI CO CITUCKaMH KOHTPOJIA AOCTYyIIA:

. Harnmsoaoe npeacrasnenne padborsl ACL-criucka;
. Hacrpoiika cragmaptasix ACL-criickoB;
. Hacrpoiika crangaptHeix nMeHOBaHHBIX ACL-CITHUCKOB;
. Hactpoiika ACL-ciucka s auauit VTY;
. Hacrpoiika pacumupennsrx ACL-CIICKOB IS pa3IUIHBIX CIICHAPUEB;
. [Touck u ycrpanenue Henonaaok B padore ACL-cruckoB;
. Hactpoiika ACL-cruckoB IPvo6;
. OT1paboTKa KOMIJIEKCHBIX MPAKTUUECKUX HABBIKOB.
12 | Hactpoiixa ACL-cniickoB:
. Hacrpoiika u nposepka crannapTasix ACL-cuckos;
. Hacrpoiika u nposepka orpannuenuii VTY;
. Hactpoiika u nposepka pacuimpeHHbix ACL-CIIHCKOB;
. [Touck u ycTpaHeHHe HEMONAI0K B HacTpoiike u pasmenieHnn ACL-
CIIMCKOB;
. Hacrpoiika u mposepka ACL-cickoB st IPv6.
13 | Uzyuenue nporoxosos DHCP:
. bazoBas Hactpoiika DHCPv4 Ha mapuipyTuzarope;
. bazosas nactpoitka DHCPv4 Ha xoMmMmyTarope;
. ITouck n ycrpanenne Henonaaok B pabore DHCPv4;
. Hacrpoiika cepsepa DHCPv6 6e3 oTciiexBaHUs COCTOSIHUS U C OTCIIC)KUBAHUEM COCTOSHUS;
. [Tonck u ycrpanenne Hernonaok B pabore DHCPvo6.
14 | U3yuenue npotokonaa DHCP:
. Hacrpoiika npotokona DHCP ¢ nomomipio komang Cisco 10S;
. OT1paboTKa KOMIJIEKCHBIX MMPAKTUUECKUX HABBIKOB.
15 | IIpeobpa3oBaHue cCeTEBBIX aAPECOB:
. Uzyuenne npuauuna padotsl NAT;
. Hacrpoiika craruyeckoro u quHamudeckoro NAT;
. Peamuzanms cratnaeckoro u guHamMudeckoro NAT;
. Hacrpoiika mepeanpecarnym mopToB Ha MapuipyTusarope Linksys;
. IIpoBepka, MOMCK U ycTpaHEHUE HeToaaa0K KoHburyparmii NAT;
. OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKIX HABBIKOB.
16 | Nsyuenue pabotsl ¢ NAT u PAT:
. Hactpoiika nuaamMmuueckoro u cratuaeckoro NAT;
. Hacrpoiika NAT-rmyna ¢ neperpy3koii u PAT;
. [Touck u ycTpaHeHHe Henoyia ok koHuryparmii NAT.

9k3amen no MJIK
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KypcoBas padora (mpoexr)

1. KommeiotepHsie cet. CoBMecTHas pabota, IHTepHET 1 COBpEMEHHBIE CETEBbIE TEXHOJIOTUH;

CereBble TIPOTOKOJIBI M KOMMYHHKAIIMK: CETEBOU JOCTYT, ceTeBble TexHonoruu Ethernet, cereBoil ypoBeHb, TPAHCIIOPTHBIN YPOBEHb.

IP-anpecanus, paznenenue [P-ceteii Ha moynceTy, ypoBeHb NPHIIOKEHUH, CO3/JaHNE U HACTPOKa HEOOBIIONH KOMITBIOTEPHOM CETH.

TIpuHIIATIEI MapIIPyTH3AITMN 1 KOMMyTanun. BupTtyansHeie mokanbHbIe ceTh (VLAN)

Konmnemnus mapmpyTtuzanuu Mapmpytuzamnus mexay VLAN, cratndeckas MapipyTH3aus, JMHAMAYeCKast MapIIpyTH3AIIHSL.

OSPF s ognoit obnactu, cincku koHTpois pocryna (ACL), Ilporokon DHCP.

[IpeobpazoBanue cereBbix aapecos [Pv4: Tepmunonorus u npuauuns! padotel NAT. [IpoctpancTso yactHeix IPv4-anpecos. Cratuueckoe u

JMHaMHYeCcKoe peodpa3oBanue ceteBbix aapecos (NAT). [IpeobpazoBanue aapecos nopros (PAT).

8. JluHammyeckas AUCTAHIIMOHHO-BEKTOPHAS MapIIpyTH3alus. JJHCTaHIIMOHHO-BEKTOPHbIH aaroput™. MeXaHU3Mbl OTIIPABKH U MOTYICHHS
JaHHBIX MapUIPyTH3alMHU, pacdéTa ONTUMAIBHBIX MyTel U 100aBIeHUs MapIIPYTOB B TAOIHIly MapLIpyTH3alKUH, OOHAPYKEHUS U
pearupoBaHUs Ha U3MEHEHHS B TOTIOJIOTHH.

9. AyauT M mpakTHYECKUE PEKOMEHAAIMH M0 obeceueHn o 6e30macHOCTH ceTu. besomacHocTh mopra kommyTtaropa. Orcnexxuanne DHCP
cooOmmennit. @yHkuus 6€30MacHOCTH MOPTA.

10. Hacrpoiika cratmaeckoro u quHaMuueckoro NAT, peann3aiiis CTaTHIeckoro u AnHamudeckoro NAT.

11. Tpunuun paborst SLAAC ¢ DHCPv6. DHCPV6 ¢ 1 6e3 orcnesxuBanust cocrosirus. [Ipoueccet DHCPv6. Hactpoiika mapuipyTusaropa B
kadectBe DHCPv6-cepsepa 1 DHCPv6-knmenTa.

12. Crpykrypa u Hactpoiika paciuuperHbix ACL-crckoB aiist [Pv4. Ounprparius Tpaduka ¢ HCroiabp30BaHueM paciiupeHHbx ACL-crucKoB.

13. O6benuuénubie cetu. Mepapxus B KOMMyTHpyeMoi ceTr. Pojib koMMyTHpyeMbix ceTeil. KommyTtrpyemas cpea. JlnHaMUUeCKOe 3aroIHEeHHE
tabmuipl MAC-aipecoB KOMMYyTaTopa.

14. Ananu3 KOMIBIOTEPHOI CETH U HACTPOITKa MapIIPyTH3aTOPA.

15. Bupryanbhbie nokanbHbie cet (VLAN) — kiaccuuKaIms 1 OCHOBHBIE XapaKTEPUCTHKH.

NovswN
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CamocrosiTesbHas1 padora:

1. CucremaTndeckasi mpopabOTKa KOHCIIEKTOB 3aHATHIA, yueOHOH U ClielMaIbHOM TEXHUUECKO# JTUTePaTyphI.

2. KoHcnekTupoBaHHE TEKCTa, paboTa CO CIOBAPSIMU U CIIPAaBOYHUKAMHU, 03HAKOMJICHHE C HOPMATHBHBIMHU JIOKYMEHTaMH, Y4eOHO-HCCIIEIO -

BaTeNbCKas padoTa MpHU caMOM LIMPOKOM HcHonb30BaHuu MHTepHeTa u npyrux IT-TexHonoruit.

3. IpoekTtHbIe (OpMBI pPAOOTHI, TOArOTOBKA COOOLICHHI K BHICTYIUICHHIO Ha CEMHHApax M KOH(PEPESHIHAX; NOATOTOBKA pedepaToB, JOKIIAIOB.
4. [MoaroToBka Kk 1a00PaTOPHBIM U MPAKTHYESCKUM 3AHITHUAM C HCIONBb30BaHUEM METOIMYECKUX PEKOMEHIAIMI TIpenoiaBarelis, opopMIICHHE
712a00paTOPHO-TIPAKTUIECKUX PAOOT, OTYETOB U IMTOATOTOBKA K MX 3aILUTE.
5.  Pabora Hag KypcoBo# paboTOMH (ITPOESKTOM)

20

Paznen 2. Opranusanusi, (PMHOMIBI IOCTPOeHHUA M GYHKIMOHHPOBAHUS KOMIIbIOTEPHBIX ceTel

160

MJK.01.02. Opranuzanusi, IpMHIMIBI IOCTPOeHHUsA M YHKIMOHNPOBAHNSA KOMIBIOTEPHBIX ceTel

130

Tema 2.1. Cooepicanue

Mapumpyruzauus u 1 BBenenue B macurabupoBanme ceteil. Peanuzamus npoekra cetu. [Ipoext nuepapxudeckoit cetu. Pacmmpenue
KOMMYTalusl. cetu. Be10op ceTeBbIX ycTpoiicTB. KommyTanmonHoe o60opynoBanue. MapuipyTH3aTopbl. YIIPaBISIOIINE
MacmradnpoBanue YCTPOKHCTBA.

70




cereii JIP1, JIP2, JIP3,
JIP4, JIPS, JIP7, JIP9,
JIP13

M36brTounocts LAN. TlonsTus nporokona spanning-tree. [Ipeanaznadenue npotokona spanning-tree. [Ipuanmn
pabotetr STP. Tunsl npotokonos STP. Hactpoiika nmporokona STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+.
[Tpobnemsr HacTporiku STP.

ArperupoBaHue kaHajoB. OCHOBHBIC ITOHATHS arpeTUPOBAHNS KaHAJIOB. ATpErHpOBaHNe KaHAIOB. [IpuHIII
pa6otsl EtherChannel. Hactpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. [TpoBepka, mouck u
ycTpaHeHue Hermonaaok B padore EtherChannel

BecnpoBoaHbie ToKkaabHbIe ceTH. KoHIIEMUN 6eCTIpoBOIHOM CBsI3U. BBemeHne B 0eCTIpOBOIHYIO CBS3b.
KommonenTs! cereit WLAN. Tomonmoruu cereit WLAN 802.11. IIpuHIuner paboTsl OeCITPOBOAHON JIOKATEHOM
cetu. Ctpykrypa kaapa 802.11. @yHKIroHHpOBaHHE OECPOBOIHON CBA3H. YIIpaBJieHUE KaHanaMu. besomacHocTh
0eCIPOBOIHBIX JIOKANBHBIX ceTel. Yrpossl s cereit WLAN. O6Gecnieuenne 6e3onacaoctu WLAN. Hactpoiika
0ecIpOBOIHBIX JIOKAIBHBIX ceTei. HacTpoiika 6ecripoBogHOro Mapmpytusaropa. Hactpoiika 6ecripoBoHBIX
kireHToB. [Towck u ycrpanenue Henonaaok B padore cereit WLAN.

Hacrpoiika n ycrpanenune Henosnagox B padore OSPF s oqHoii o0nacTu. PacmvpenHsle mapamMeTpsl
nporokona OSPF nist ogHo# obnactu. MapmpyTusanus Ha ypoBHAX paciipeaenenus u sapa. OSPF B ceTsx ¢
MHO)KECTBEHHBIM JIOCTYIIOM. PacripocTpaHeHne MapuipyTa 1o yMordanuio. TouHast HacTpoiika unrepdeiicon
OSPF. 3amura OSPF. Ycrpanenue Henonanok peanmsanuu nporokosia OSPF ms oxHoit o6nactu. Cocrapisioniye
MPOIIEAYPHI TTOMCKA U yCTpaHeHus Heronanok B padbore OSPF mnst ognoit oonmacta. [lonck u ycrpanenue
Henoianok B Mapmpytuzanun OSPFv2 mist omHoit obmactu. [louck u yerpanenne Henonagok B OSPFv3 ms
OJIHOI obmacTH

OSPF past Heckoabkux obnacreid. [Tpunuun padotsr OSPF ans neckonbkux obnacteil. Haznauenne OSPF st
HecKoJbKuX obmacteit. [Ipuniun padotsl maketoB LSA B OSPF mis Heckonpkux obmacreit. Tadnmia
Mapmpytu3auu u Tarsl MaprpytoB OSPF. Hactpotika OSPF s Heckonbkux obmacteit. Hactpoitka OSPF ms
Heckonbkux obnacteil. Oovenunenue MapipytoB OSPF. ITposepka OSPF nnst Heckonbkux obnacTei.

B mom uucne npakmuueckux 3anamuil

Pa3BepThiBaHNE KOMMYTHPYEMOM CETH C Pe3epPBHBIME KaHAJIaAMH

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika nporokona GLBP

Omnpenenenrie THIIOBBIX oMMOOK KoHburypauuu STP

Hacrpoiika EtherChannel

[owuck u yctpanenne Henonaok B padbore EtherChannel

ArperupoBaHre KaHaJIOB

0 (QA [N [N | [W([N|—

HacTtpoiika 0ecipoBOJHOTO MapIIPyTH3aTOPA U KIHEHTA

\O

HacTpoiika 6azoBoro nporokona OSPFv2 ans ogHo# obnactu

—_
S

Hactpotika OSPFv2 B ceTH MHOXECTBEHHOTO JIOCTYyIIa

—
—

Hacrpoiika pacrmmpeHsbix pyaknuiit OSPFv2

—
\S}

[Touck u ycTpaneHne HeNmoJaaa0K B padoTe oCHOBHBIX MpoTokojoB OSPFv2 u OSPFv3 s onHo# obacti

—
W

[ouck 1 ycTpaHeHHe HEemoIaloK B padoTe ycoBeplieHcTBoBaHHOTO npoTokona OSPFv2 ans onHol obaactu

,_.
o

Brnanenne HaBbIKAMHU IIOMCKA M yCTpaHeHHsl Henonaaok B pabore OSPF

—
9]

Hacrpoiika OSPFv2 mis HeckoabKHuX o0macTel

50




16

Hactpotika OSPFv3 st HeckonmbKux odnacteit

17

[Mouck u ycrpanenue Hernonanok B padore OSPFv2 u OSPFv3 ass Heckonbkux obnacTei

Tema 2.2. CoequHeHne

cereii. JIP1, JIP2, JIP3,
JIP4, JIPS, JIP7, JIP9,

JIP13

Cooe,

HCAHUEe

IMoakaroueHnne K NI00AJLHOM ceTH

00630p TexHoNOrnH T0danbHOU cetu. Llenb co3nanus molanbHbIX ceTei. [IpUHINT paGOThl LIOOATBLHON CETH.
Bu160p TexHomorny miodanbHoi cetd. CepBUChl N1o0anpHoM ceTi. MHMPACTPYKTYPBI YaCTHBIX IOOAIBHBIX CETEN.
HudpacTpykTypa 0011e10CTYIHON 100aabH0M ceT. BrIOOp cepBUCOB II0OATEHOM CETH.

CoeanHeHNE «TOYKA-TOYKA)

O030p MOCIEI0BATSIILHOTO COCTMHECHUS «TOYKA-TOUKay. CBs3b 110 NOCISIOBATEIbHOMY KaHaly. MHKancynsnus
HDLC. Ipunimn padotel nporokona PPP. [Ipeumyiiectsa npotokona PPP. LCP u NCP. Ceancel PPP. Hacrpotika
nporokosia PPP. Hactpoiika nporokona PPP. Ayrentudukanusa PPP. Otnaaka coenunennii WAN. Otnaaka PPP.

Penennsi IMPOKONMOJIOCHOTO A0CTyNA

VYnanénnas padora. [Ipenmyiiecta ynanéHHol paboTsl. busHec-TpeOOBaHUs IS YIATEHHBIX PAOOTHHKOB.

CpaBHEHHE PENICHHIA IIIMPOKOMOIOCHOTO jocTtyna. Kabens. DSL. becnpoBoaHbIe MIUPOKOMOIOCHEIE ceTH. Bribop
DENIEHUN IIMPOKOIIOI0CHOro gocryna. Hacrporika monkmnrouennii xDSL. O630p PPPoE. Hacrpoiika PPPoE.

3amuTa Me:kPUIHAIBLHON CBA3U
Cetu VPN. Ocnuossl ceteit VPN. Tumsl ceteii VPN. Tynnenn GRE mexny oobekramu. OcuoBsl GRE. HacTpoiika
rynHeneit GRE. O6ue cBenenus o0 [Psec. 3ammuTa nporokona IP. Crpykrypa nportokona [Psec. YnanéHubii

nocryn. Pemenns VPN s ynanénnoro gocryna. Cetn VPN ynanénHoro joctyna ¢ ucnonbsosanueM IPsec.

Monutopunr Cern. Syslog. [Ipunnumn paboter Syslog. Hacrpoiika Syslog. SNMP. [punnun padoret SNMP.
Hacrpoiika SNMP. NetFlow. IIpunnun pa6orsl NetFlow. Hactpoiika NetFlow. IIpoBepka Moneneii Tpaduka.

Otnanka ceru. [loWCK M yCTpaHEHHE HEMOJIAIOK C MCTONb30BAHUEM CUCTEMHOrO Noaxoaa. JIOKyMEHTalus 1o
cetu. [Iporienypa moncka U ycTpaHeHUs HENOIaA0K. M30as1ns npoOiIeMbl ¢ TOMOIIBI) MHOTOYPOBHEBEIX MOJICTICH.

OTJIag!Ka CCTH. C[!el!CTBa TMOUCKa U YCTPAHCHHWA HETIOJIAJA0K. CUMOTOMBI ¥ IMPUYNHBI OTJIIAJIKW CETH. Ilouck n
YCTPpAHCHUE HENIOJAJOK CBA3HU B CETAX 1P.

B mom uucne npakmuiuecKux 3anaAmuil

60

Hacrpotika 6azoBoro PPP ¢ ayrenTudukanmei

Otnanka 6azoBoro PPP ¢ ayrenTudukanmei

[Iposepka PPP

Hacrpoiika mapuipytuzatopa B kauectse kinenta PPPoE mns moakmtouenust DSL

Hacrpoiika tyaaenss VPN GRE o cxeme «Todka-TouKay

Pa3paboTka TEXHUYIECKOTO 00CTyKHBAaHUS CETH

Hacrpoiika Syslog u NTP

[c A EN{e | [V, J NSNS JUS R | \O R o

W3ydenue nporpaMMHOTo 00ecieueHusl JJisi MOHUTOPUHTA CETH

el

Hactporika SNMP

—_
=

Co6op n anann3 1aHabIX NetFlow

—
—_—

HNHcTpyMeHTapuil CeTeBOro aIMUHUCTPATOPA JJIsI HAOIIOICHIIS

—_
[\

COoii B pabote cetn. Pa3paboTka JOKyMEHTAIIUU

30

Ix3amed no MK
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TeMaTnka cCaMOCTOSITEIbLHON PadOTHI:

1. Cucremarnyeckas mpopabOTKa KOHCIIEKTOB 3aHATHH, y4eOHOH U CIeIATbHON TEXHMYECKOW JINTEPATYPHI.

2. KoHcmekTupoBaHue TeKcTa, padboTa co CIIOBapsSIMH U CHPaBOYHUKAMH, O3HAKOMIICHHE ¢ HOPMAaTUBHBIMHU JOKyMEHTaMH, y4eOHO-HCCIe 0 -
BaTeNbCKas paboTa Mpy caMoM LIMPOKOM HCHonb30BaHuu MHTepHeTa U qpyrux [T-rexHonorui.

3. TIIpoexTHbie hopMbl pabOTHI, MOATOTOBKA COOOILICHUH K BBICTYIIJICHUIO HA CEMUHapax M KOHQEpeHIUsX; TIOATOTOBKa pedepaToB, JOKIAI0B.

4. lloaroroBka K 1a00paTOPHBIM U IIPAKTUYECKUM 3aHATUAM C HCIOIb30BAaHUEM METOJMUECKIX PEKOMEHAALMH Iperoaasares, ohpopmie-
HUE J1a00paTOPHO-NPAKTHICCKUX paboT, OTUETOB M MOJTOTOBKA K UX 3allIHTE.

20

Nk L=

Y4eOHas NpakTHKa

Ilepeyens pador:

ydacTHe B TPOEKTUPOBAHUH CETEBOU HHPPACTPYKTYPHI;

y4acTHe B OpraHU3alMy CETEBOI0 aIMUHUCTPUPOBAHUS;

9KCIUTyaTanus 0ObEKTOB CETEBOM HHPPACTPYKTYPBHI;

y4acTHe B yIPaBJICHUH CETEBBIMU CEPBHCAMU;

y4acTre B MOJICpPHU3AINN CETEeBOH HHPPACTPYKTYPHI;

IIOWCK ¥ yCTpaHEHHE HEMOoJaI0K C UCIIOIb30BAHUEM CUCTEMHOTO MOJIX0/1a;
cOop u aHanu3 qaHHbIX NetFlow

108

halb ol e

Ilpou3BoacTBeHHAs MPAKTUKA (110 NPOGUII0 CTIEIUATbHOCTH)

Ilepeyens pador:

ydacTue B pa3paboTKe METOA0B, CPEACTB M TEXHOJIOTHH MPUMEHEHHSI 00BEKTOB MPOPECCUOHAEHOHN e TeIbHOCTH;

HAaCTpOMKa KOMITbIOTEPHBIX CETEH;

MpoBeJIeHNE MPOPMIAKTUIECKIX PadOT Ha 00bEKTaxX ceTeBO HHPPACTPYKTYPHI U pabOUNX CTAHIIUSAX;

y4acTHe B MHBEHTAPU3ALUH TEXHUYECKUX CPEJICTB CETEBOM MHPPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS IIOCTYHUBLIETO U3 PEMOHTa 000pyAOBa-
HUSL.
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3. YCJIOBUA PEAJIMBALIMUA [TPOT'PAMMBI IIPO®ECCHOHAJIBHOI'O MOAYJIA
IIM.01 BBIIIOJIHEHUE PABOT 11O TPOEKTUPOBAHUIO
CETEBOU HH®PACTPYKTYPBI

3.1. Jna peajm3anMy NPOrpaMMbl NPO(QeCCHOHAJBLHOIO MOXYJS NpeayCMOTPeHbI
crenraJbHble IOMelleHHs

Jladoparopusi « BBIYHCIUTEIBHON TEXHUKH, APXUTEKTYPHI IEPCOHAJBHOI0 KOMIILIOTEPA U
nepugepuiHbIX YCTPOHCTB»:

* 12-15 xoMIpIOTEpOB OOydaromuxcs U 1 KoMmbroTep npenoaasarens (amnmaparHoe odecneue-
HUE: HE MeHee 2 CEeTeBbIX IUIaT, mporeccop He Hke Core 13, onepaTuBHasi NamMsITh 00bEMOM HE MEHEE
8 I'6; HD 500 Gb unu 60mb1e nporpaMmMHoe obecrieuenue: onepanuonusie cucremsl Windows, UNIX,
nakeT oucHbIX porpamm, naker CAIIP);

* CepBep B jaboparopuu (anmapatHoe oOecrieyeHHe: He MEeHee 2 CeTEBBIX IUIAT, 8-X sepHbIN
mpoiieccop ¢ yactoroit He menee 3 ['T1, oneparuBHas maMaTb 00beMoM He MeHee 16 10, xecTkue auc-
K1 001uM o0seMoM He MeHee 2 T6, mporpammuoe obecnieuenune: Windows Server 2012 wiu 6omnee HO-
Bas BEpCHUs, JIMLEH3UOHHbIE AHTUBUPYCHBIE MTPOrPAMMBbI, JIUIIEH3UOHHBIE IPOIPaMMbl BOCCTAHOBJICHHUSI
JTAHHBIX, JTUIIEH3UOHHBII IPOrpaMMbl 110 BUPTYaJIU3alUH. )

* Texuuueckue cpeacTBa 00yUeHHs:

* KoMmproTeps! ¢ IMIIEH3MOHHBIM [TPOrPaMMHBIM 00ecTIeYeHUEM

* IlnTepakTuBHAsA 1OCKa

* [IpoekTop

* [Iporpammuoe obecnieueHne o01ero 1 npodeccuoHalIbHOT0 Ha3HAUYEHUS.

Jla6opaTopusi IIporpammHOro odecreyeHusi KOMNLIOTEPHBIX CeTeil, MPOrpaMMHUPOBAHUS
u 023 JaHHBIX:

* 12-15 koMIBIOTEpOB O0yUarONIMXCsS U | KOMIBIOTEp MpernojaBaTelis (anmapaTHoe odecreye-
HUE: HE MeHee 2 CeTeBbIX IaT, mporeccop He Hike Core 13, oneparuBHasi NaMsITh 00BEMOM HE MEHEe
8 I'6; HD 500 Gb wu 6o:biie mporpaMMHOE oOecrieueHue: onepanuonabie cuctembl Windows, UNIX,
nakeT oucHbIX mporpamm, naket CAIIP);

* TunoBoii cocTaB AJii MOHTa)Xa M HAJIaJKU KOMIIBIOTEPHON ceTu: Kabeslu pa3InyHOro THIa,
00KUMHOW HHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl s kabenst, KpoCC-HOXKH, KpOoCcC-TIaHEIH;

* [IpuMep NpOEKTHON IOKYMEHTAIIUH;

* Heo6xonumMoe NuiieH3MOHHOE MPOrpaMMHOE oOecrieueHre i aIMUHUCTPUPOBAHUS ceTell 1
obecrieyeHust ee OE30MACHOCTH

* CepBep B jnabopaTopuu (ammapaTHoe oOecrieueHre: He MeHee 2 CETeBBIX IUIaT, 8-X SACpHBIN
nporieccop ¢ yactoroit He meree 3 I'Tw, oneparuBHas namsate 00beMoM He MeHee 16 0, xecTkue auc-
K# o0mmM o0beMoM He MeHee 2 T6, mporpammuoe obecrieuenue: Windows Server 2012 wim 6osiee HO-
Basl BEPCHUS, JIMIIEH3UOHHBIC AHTUBUPYCHBIE MTPOTPAMMBI, JTHIICH3MOHHBIE TIPOTPaMMbI BOCCTAHOBJICHHSI
JAHHBIX, JTUIIEH3UOHHBII MPOrpaMMbl IO BUPTYaIU3aIUH.)

* TexHHUYECKHE CPEJICTBA OOyUCHUSI:

* KoMIbIOTEpHI ¢ TUIIEH3HOHHBIM MTPOTPAMMHBIM 00eCTIeUeHUEM

* llHTepakTUBHAsA TOCKa

* [Ipoextop

JlabopaTopusi «Oprann3anys ¥ NPMHIHUIBI TOCTPOEHHUSI KOMIILIOTEPHBIX CHCTEM»:

* JInst BBINONHEHUS MPAKTUYECKUX JIaOOpaTOPHBIX 3aHATUN Kypca B rpynmnax (1o 15 denosek)
TpeOyI0TCsl KOMITBIOTEPHI U NiepudepuiiHoe 000pyI0BaHUE B IPUBEICHHON HIKE KOH(UTYpaLIuN

* 12-15 xoMmpIOTEpOB OOydJaromuxcs U 1 KoMmbloTep npenoaasarens (anmaparHoe odecneue-
HUE: HE MEHee 2 CeTeBhIX IuIaT, mporeccop He Huxke Core 13, onepatuBHas MaMsITh 00bEMOM HE MEHEE
8 I'6; HD 500 Gb unu 6o:biie mporpaMMHOe obecrieueHue: onepanronusie cuctembl Windows, UNIX,
nakeT oucHbIX mporpamm, naker CAIIP);



TumnoBoi cocTaB JUIsi MOHTaka M HaJQJAKH KOMIIBIOTEPHOM ceTu: Kabelu pa3lnyHOro THIIA,
00XKUMHOW MHCTPYMEHT, KOHHEKTOpbI RJ-45, Tectepsl A kabenst, KpocC-HOXKHU, KpocC-TTaHEelu;

* [Ipumep IPOEKTHOM TOKYMEHTALNH;

* HeoOxoauMoe JHIIEH3MOHHOE MpOorpaMMHOE oOecliedeHre Al aIMUHUCTPUPOBAHUS CeTel U
obecrieucHUs ee 0€30IMaCHOCTH;

* CepBep B nabopaTopuu (amnmapaTHoe oOeclieueHre: He MEHee 2 CEeTeBBIX IUIaT, 8-X SACPHBIN
nporeccop ¢ yactotoit He meHee 3 I'T'1, onepaTtuBHas namsate o0beMoM He MeHee 16 0, sxecTkue auc-
K1 o0mmM o0beMoM He MeHee 2 TO, mporpamMuoe obecnieuenne: Windows Server 2012 wmu 6onee HO-
Bas BEpCHUs, JIMIIEH3UOHHBIE AHTUBUPYCHBIE MTPOTPAMMBI, JTHIIEH3HOHHBIE TPOrPaMMbl BOCCTAHOBJICHHUSI
JAHHBIX, JTUIICH3HOHHBIN MPOTpaMMBbI TI0 BUPTYaJIH3aIHH. )

* TexHuueckue cpeacTBa 00yUeHus:

* KoMIbr0TepHI ¢ TMIIEH3UOHHBIM MTPOrPAaMMHBIM 00ecTIeYeHUEM

* IlnTepakTuBHAsA JOCKa

* 6 MapUIPyTH3aTOPOB, 0OJIANAIOUINX CIEAYIOMIMMHU XapaKTePUCTUKAMU:

O3V e meHee 256 MO ¢ BO3MOKHOCTBIO PaCITUPECHHS

[13Y nHe menee 128 M6 ¢ BO3MOXHOCTBIO pacIIUPEHUs

USB nopt: He menee ognoro cranaapta USB 1.1

Bcerpoennsie cereBbie mopThl: He MeHee 2-X Ethernet ckopocTsio He Mmenee 100MO6/c.

BHyTpenHue pa3bEMbl Ui YCTAHOBKH JOMOJHUTEIBHBIX MOAYJICH pacIIMpeHus: He MEHee JABYX
st mojtyset AIM.

KoHcobHBIN MOPT J1s1 yIpaBiaeHUs] MapIIPYyTU3aTOPOM uepe3 mopT crangapTa RS232.

BcerpoenHoe mporpammHOe  obOecriedeHME — JOJDKHO — IMOJAJEP)KHMBAaTh  CTAaTHUECKYI0 U
JTUHAMHYECKYIO0 MapIIpyTHU3ALIHIO.

MapuipyTusarop AOJKEH MOAJAEPKUBATh YIPABICHUE 4YEpE3 JIOKAIbHbBIN I10CIIE0BATEIbHBIN
MOPT U YAAJIEHHO 0 MPOTOKOIY telnet.

Hmetsb cepTudukaTsl 0€30MaCHOCTH U AIEKTPOMAarHUTHONW COBMECTHMOCTH:

UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950, EN300386,
EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003 Class A, EN55022 Class A,
CISPR22 Class A, AS/NZS 3548 Class A, VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2,
FIPS 140-2 Certification

6 KOMMYTaTOpPOB, 00JIAIAIOLINX CIAEAYIOIIMMH XapaKTePUCTUKAMU:

Kommyrarop ¢ 24 nopramu Ethernet co ckopocteto He menee 100 M6/c u 2 mopramu Ethernet
co ckopocThto He MeHee 1000M6/c

B komMmyTaTOpe A0KEH MPUCYTCTBOBATH pa3beéM s cBsizu ¢ 1K mo unrepdeticy RS-232. [Tpu
MCIOJIb30BAaHUU HECTAHAAPTHOTO pazbéMa B KOMIUJIEKTE JIOJKEH ObITh COOTBETCTBYIOIIMN KaOesib WU
nepexoaHuk uist COM pazbéma.

CkopocTh KOMMyTaluu He MeHee 16Gbps

[13Y ne menee 32 M6

O3V He menee 64M0

MakcumanbsHoe konuuectBo VLAN 255

Hoctynueie Homepa VLAN 4000

[Tonneprkka MPOTOKOJIOB JJIsi COBMECTHOTO MCIIOJIb30BaHMs eanHoro Habopa VLAN Ha rpymnme
KOMMYTaTOpOB.

Pazmep MTU 90006

CkopocTh KOMMyTanuu Juisi 64 6alTHBIX makeToB 6.5%106 makeTos/c

Pa3smep Tabnunet MAC-anpecos: He menee 8000 3anuceit

KomuuectBo rpymm mist IGMP tpaduka mist mporokosa [IPv4 255

KommuectBo MAC-anpecoB B 3amucsix st cioyk0bsl QoS: 128 B oObruHOM pexnme u 384 B
pexume QoS.

KomnuectBo MAC-anpecoB B 3amucsax KOHTpOJsS AocTtymna: 384 B oObl4HOM pexume u 128 B
pexume QoS.



KommyTatop noimkeH moJIepKUBaTh YIPaBJICHUE Yepe3 JOKAIbHBIM MOCIeJ0BATENbHBIA TOPT,
yAJIEHHOE yTpaBlIeHHe 1Mo poTokony Telnet, Ssh.

B o6nactu B3auMoJieiicTBHS C APYTUMH CETEBBIMU YCTPOMCTBAMH, AUArHOCTUKH U yJIAIEHHOTO
yIpaBJICHUS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 — TCP,
RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP), RFC 959 — FTP,
RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP v1, RFC 1166 - IP Addresses, RFC 1256 -
Internet Control Message Protocol (ICMP) Router Discovery, RFC 1305 — NTP, RFC 1493 - Bridge
MIB, RFC 1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON, RFC
1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum Transmission Unit (MTU)
Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 — DHCP, RFC 2138 — RADIUS, RFC 2233 -
IF MIB v3, RFC 2373 - IPv6 Aggrega-table Addrs, RFC 2460 — IPv6, RFC 2461 - IPv6 Neighbor
Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated
Services (DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited Forwarding,
RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS.

Hmetsb cepTudukaTs 0€30MacHOCTH U 3IEKTPOMAarHUTHONW COBMECTHUMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to EN
60950-1, Second Edition, CB to IEC 60950-1 Second Edition with all country deviations, CE Marking,
NOM (through partners and distributors), FCC Part 15 Class A, EN 55022 Class A (CISPR22), EN
55024 (CISPR24), AS/NZS CISPR22 Class A, CE, CNS13438 Class A, MIC, GOST, China EMC
Certifications.

* TeJIEKOMMYHUKALIMOHHAs! CTOMKa (11acCH, CETEBON (PMIIbTP, HCTOUHUKU OecriepeOoHHOro nura-
HUSA);

* 2 OecnipoBoAHbIX Mapuipytuzaropa Linksys (mpeanouturensno cepun EA 2700, 3500, 4500)
WM aHanoruusele ycrpoiicrea SOHO

* [P Tenedonst ot 3 miT.

* [IporpammHO-anmapaTHbIe IUTFO3bI OE30MACHOCTH OT 2 IIT.

* 1 xommbioTep ans snaboparopubix 3aHaTuil ¢ OC Microsoft Windows Server, Linux u cu-
CTeMaMU BUPTyalIU3aLuu

JlaGopaTtopusi «IKcmiayaTanuu 00beKTOB ceTeBOH MH(PPACTPYKTYPbI».

* 12-15 koMIBIOTEPOB O0yUarONIMXCA U | KOMIBIOTEp MpernojaBaTelis (anmapaTHoe odecreye-
HUE: HE MeHee 2 CeTeBbIX IIaT, mporeccop He Hike Core 13, onepaTuBHasi NaMsITh 00BEMOM HE MEHEe
8 I'6; HD 500 Gb wu 6o:pire mporpaMMHOE oOecrieueHue: onepanuonabie cuctembl Windows, UNIX,
nakeT oucHbIX porpamm, naket CAIIP);

* TunoBoii cocTaB AJii MOHTa)Xa M HAJIaJKU KOMIIBIOTEPHON ceTh: Kabeslu pa3InyHOro THIa,
00KUMHOW WHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl aiis kabenst, KpocC-HOXKH, KpOocC-TIaHEIH;

* [IpuMep pOEKTHOM IOKYMEHTAIIUH;

* Heo6xonuMoe NuiieH3MOHHOE MPOrpaMMHOE oOecrieueHre i aAMUHUCTPUPOBAaHUS ceTell 1
obecrieyeHust ee OE30MACHOCTH

* CepBep B jnabopaTopuu (ammapaTHoe oOeclieueHne: He MeHee 2 CETeBBIX IUIaT, 8-X SACpHBIN
nporeccop ¢ yactoroit He meree 3 I'Tw, oneparuBHas namsate 00beMoM He MeHee 16 0, xecTkue auc-
K# o0mmM o0beMoM He MeHee 2 T6, mporpammuoe obecrieuenue: Windows Server 2012 wim 6osiee HO-
Basl BEPCHUS, JIMIIEH3UOHHBIC AHTUBUPYCHBIE MTPOTPAMMBI, JTHIICH3MOHHBIE TIPOTPaMMbI BOCCTAHOBJICHHSI
JAHHBIX, JTUIIEH3UOHHBII MPOrpaMMbl IO BUPTYaIU3aIUH.)

* TexHHUYECKHE CPEJICTBA OOyUCHUSI:

* KoMIbIOTEpHI ¢ IMIIEH3HOHHBIM ITPOTPAMMHBIM 00eCTIeUeHUEM

* llHTepakTUBHAsA TOCKa

* [Ipoextop



JlabopaTopus «IIporpaMmMHoO-annapaTHOH 3alUThI 00beKTOB ceTeBoil
HHPPACTPYKTYPbI»:

* O6opynoBanue jJabopaTopuu U paboIMX MECT JTaOOPaATOPUU:

* 12-15 xoMIpIOTEpOB OOyJaromuMxcs U 1 KoMIblOTep Mpenoaasarens (amnmaparHoe obdecneue-
HUE: HE MeHee 2 CEeTeBbIX IIIaT, mporeccop He Hke Core 13, onepaTuBHas NamMsITh 00BEMOM HE MEHEE
8 I'6; HD 500 Gb unu 60nble nporpaMmMHoe obecrieuenue: onepanuonssie cucremsl Windows, UNIX,
nakeT oucHbIX porpamm, naker CAIIP);

* TumoBo# cocTaB aJjisi MOHTaXa M HAJaJKA KOMITBIOTEPHOW CETH: KaOeau pa3IMdyHOTO THIA,
00XKMMHOM MHCTPYMEHT, KOHHEKTOpbI RJ-45, Tectepsl 11 kabens, Kpocc-HOXKH, KpOCC-TTaHeNH;

* [Ipumep MPOEKTHOM TOKYMEHTALNH;

* HeobxonnMoe NHIIeH3MOHHOE MPOrpaMMHOE oOecrieueHne i aJMUHUCTPUPOBAHUS ceTell U
obecrieyeHust ee 6€30MACHOCTH

* CepBep B nabopaTopuu (amnmapaTHoe oOeclieyeHue: He MEHee 2 CEeTEBBIX IUIaT, 8-X siAepHBIN
nporieccop ¢ yactotoil He MeHee 3 I'T'w, onepatuBHas naMaTe 00beMoM He MeHee 16 I'0, jxecTkue auc-
K1 00muM o0beMoM He MeHee 2 T6, mporpammuoe obecnieuenne: Windows Server 2012 wnu 6onee HO-
Basl BEpCHsl, IUIICH3MOHHBIE aHTUBUPYCHBIE MPOTPaMMBl, JIMIIEH3MOHHbIE IPOrPaMMbl BOCCTAaHOBJICHUS
JTAaHHBIX, JTUIIEH3UOHHBII MPOrpamMMbl IO BUPTYaIU3al1u.)

* TexHuueckue cpecTBa 00yUeHUs:

* KomnbroTeps! ¢ IUIIEH3MOHHBIM IPOrPaMMHBIM 00ecIIedeHueM

* InTepakTuBHAs JOCKA

* [Ipoextop

JlaGopaTopusi « MH(pOPMaLIMOHHBIX PeCypCcoOB»:

* ABTOMaTH3UpOBaHHBIC paboune mecta Ha 12-15 obyuarommxcs (IIpomeccop ne Hmwke Core 15,
orepatuBHas namsiTh oo0beMoM He MeHee § I'0, Buneokapra He menee Nvidia GTX 980 wnu anamorud -
Has 1o xapakrepuctukam, HD 500 Gb unu 60msb11e);

* ABTOMaTHM3UpOBaHHOE padbouee Mmecto mpenonasatens (I[Ipomeccop ne Hmwke Core 15, omnepa-
TUBHas MaMATh 00beMoM He MeHee 8 10, Buneokapta He MeHee Nvidia GTX 980 unu anangoruyHast mo
xapakrepuctukam, HD 500 Gb wimm Gosnbiie);

* IIpumep NpOEKTHON NJOKyMEHTAlUU

* Heo0Oxoaumoe MHIIEH3MOHHOE POrpaMMHOE oOecieueHue: nakeT O(pUCHBIX IPOrpamMM, MakeT
CAIIP, naker 2D/3D rpaduueckux nporpamm, IporpaMMmsl 1o BUPTyaJIU3alHH.

OcHaleHue MacTepCKHX, MOJUTOHOB H CTYIHii

IMoMroH aIMUHUCTPUPOBAHHMSI CETEBBIX OTMIEPAIIUOHHBIX CUCTEM

* 12-15 xoMIbIOTEPOB O0yUYarOIMMXCAa U 1 KOMIBIOTEp MpemnoaBaress (anmnapaTHoe odecrede-
HUE: HE MEHee 2 CeTeBhIX AT, mporeccop He Hke Core 13, onepaTuBHasi NaMsITh 00BEMOM HE MEHEe
8 I'6; HD 500 Gb unu 6ombI1e mporpaMmHoe obecrieduenue: onepannonubie cuctembl Windows, UNIX,
nakeT oucHbIX mporpamm, naket CAIIP);

* HeoOxoauMoe JHIIEH3MOHHOE MPOrpaMMHOE OOecTIiedeHne ISl aIMUHICTPHPOBAHUS CeTeH U
obecrieyeHust ee O€30MaACHOCTH

* CepBep B nabopaTopuu (amnmapaTHoe oOecriedyeHne: He MEHee 2 CETEBBIX IUIaT, 8-X SACPHBIN
nporeccop ¢ yactotoit He meree 3 I'T'1, onepatuBHas namsate 00beMoM He MeHee 16 0, sxecTkue auc-
K1 001uM o0beMoM He MeHee 2 TO, nporpammHuoe obecnieuenne: Windows Server 2012 wiu 6osee HO-
Bas BEpCHUs, JIMIIEH3UOHHBIC AaHTUBUPYCHBIE MIPOTPAMMBI, JTHIIEH3UOHHBIE TPOrPAaMMbI BOCCTAHOBJICHHS
JAHHBIX, JTUIIEH3UOHHBII POrpamMMbl IO BUPTYaIU3al1u.)

* Texuuueckue cpeacTBa 00yYeHHS:

* KoMIproTeps! ¢ JIMIIEH3MOHHBIM [TPOrPaMMHBIM 00ecTieYeHUEM

* lHTepakTUBHAs TOCKa

* [Ipoextop

Macrepckasi:



MoHTaKa 1 HACTPOHKHU 00BEKTOB ceTeBOil HHPPACTPYKTYPbI

*12-15 xommploTepoB oOOywaromuxcss W | KOMIBIOTEp TIpernojaBarelisi (ammapaTHoe
obecrnieyeHne: He MeHee 2 CETeBBIX IUIaT, mporeccop He Huxke Core 13, onepaTuBHasi TaMsITh 00bEMOM
He menee 8 I'6; HD 500 Gb wmm Oonplie mporpaMMHOE OOECTICUCHHE: OIMEPAIMOHHBIC CUCTEMBI
Windows, UNIX, naket opucusix nporpamm, naker CAIIP);

» TumoBo# cocTaB mJii MOHTa)Xa M HaJaJKA KOMITBIOTEPHOW CETH: KaOeau pa3IMdyHOTO THIA,
00KUMHOW WHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl As kabenst, Kpocc-HOXKU, KpocC-TaHEeINu;

» TumoBo# cocTaB mJii MOHTa)Xa M HaJaJKA KOMITBIOTEPHOW CETH: KaOeau pa3IMyHOTO THIIA,
00KUMHOW WHCTPYMEHT, KOHHEKTOPHI RJ-45, Tectepsl As kabenst, Kpocc-HOXKHU, KpOocC-TaHEeINu;

* [Ippumep MPOEKTHOM TOKYMEHTALNH;

* Heob6xonuMoe NuIleH3MOHHOE MPOTrpaMMHOE OOecTieueHue i aIMUHUCTPUPOBAHUS CeTel U
oOecrnieyeHust ee 6€30MaACHOCTH

* CepBep B naboparopuu (ammapaTHoe oOecriedeHre: He MeHee 2 CETeBBIX IaT, 8-X sASpHBII
mpoiieccop ¢ yactoroir He MeHee 3 T, omepaTuBHas maMath oObemMoM He mMeHee 16 10, xecTkue
TUCKU o01M o0bemMoM He MeHee 2 TO, mporpammuoe ob0ecnieuenue: Windows Server 2012 wnu 6omee
HOBas BEpCHUA, JIMIICH3MOHHBIE AHTHUBUPYCHBIE MPOTPaMMBbI,  JUIEH3WOHHBIE  TPOTPAMMBI
BOCCTAHOBJICHHSI JAHHBIX, TUIICH3MOHHBIN TPOTPaMMBI TI0 BUPTYaITU3allNH ).

» Texunueckue cpeacTBa OOyICHHUS:

* KoMIbIOTEpHI ¢ IMIIEH3HOHHBIM MTPOTPAMMHBIM 00eCTIeUeHUEM

* llHTepakTUBHAsA TOCKa

* [Ipoextop

Cryaum:

«IIpoekTHpOBaHMSA U AU3aiiHA CETEBBIX APXUTEKTYP U HHKEHEPHOM rpauKm»

* ABTOMaTU3UpOBaHHbIe paboune mecta Ha 12-15 oOyuatomuxcs ¢ koHdurypanueit: Core 13
WJIM aHAJIOT, TMCKpeTHas BuaeokapTta, He MeHee 8GB O3V, onun nnu aBa MmoruTopa 23", MBIIIb, Kila-
BUATYDA;

* ABTOMaTH3MPOBAaHHOE paboyee MecTo npenojaBatens ¢ KoHpurypanueit: Core 15 nin aHaior,
JTUMCKpeTHas Buaeokapta, He MeHee 8GB O3V, oaun nnm nBa Mmonutopa 23", Mblllib, KI1aBUATYpPa;

+ Cnenianu3upoBaHHas SprOHOMUYHAsI MeOeb JIsl pabOThI 32 KOMITBIOTEPOM;

* O¢ucHblit MoBOEpT (haumuapr);

* [Ipoektop u 3kpaH;

* MapkepHast 10CKa;

* [IpunTep A3, IBETHOW;

* [IporpammHoe obecnieueHre ooIero u NpoQeccuoHaNbHOTO Ha3HAYCHUS.

3.2. TpeOoBaHMsA K OCHALLCHUIO 023 MPAKTUK

Peanuzanmst 0Opa3oBaTeNbHOW MPOTpaMMBl  IMPEIOJIaraeT o00sM3aTeNbHYI0 Y4YeOHYI U
MPOM3BOJICTBEHHYIO NPAKTHKY.

VYueOHasi mpakTHKa peann3yeTrcs B MaCTePCKUX MpodhecCHOHATBHON 00pa3oBaTEIbHOU
opraHm3anui W TpeOyeT Hamuuus OOOpYAOBaHUsS, HWHCTPYMEHTOB, pAacXOJHBIX MAaTepHalIOB,
o0ecreynBaroINX BBIIIOJIHEHUE BCEX BUA0OB padoT, onpeneneHHbix coaepxkanuem ®I'OC CIIO, B Tom
qriciie 000pyI0BaHMs U UHCTPYMEHTOB, HCIIONB3yEeMbIX TIpH MpoBeaeHun yemmnuonatoB WorldSkills u
YKa3aHHBIX B MHPPACTPYKTYPHBIX JUCTaX KOHKypcHOW mokymeHtarmu WorldSkills mo kommerenimm
«39 IT Network Systems Administration» KOHKypcHOro aBWxkeHHS «Mosoaple HMpodeccroHAIb)
(WorldSkills).

3.3. TpeOoBaHus K KaAPOBbLIM YCJIOBUAM peajiM3aluu 00pa3oBaTe/ibHOI MPOrpaMmmMbl
Peanuzanust oOpa3oBaTenbHOM MPOrpaMMbl OOECHEUMBACTCSA MEAArOTUYECKUMHU pPaOOTHUKAMH
o0pa3oBaTeNbHON OpraHu3aliy, a TakKe JUIaMH, IPUBIEKaeMbIMH K peaju3alnuu 00pa3oBaTeIbHON
MpOrpaMMBbl Ha YCIIOBUSIX TPaXXIaHCKO-IIPABOBOTO JIOTOBOPA, B TOM YMCIE U3 YKCIIa PYKOBOJIUTEIECH U
PaOOTHHUKOB OpPTaHM3aIlMN, HATIPABJICHUE JEATEILHOCTH KOTOPBIX COOTBETCTBYET 00JacTH Mpodheccro-



HaJIbHOU nesATenbHOCTH: CBsi3b, MH(OPMAIIMOHHBIE U KOMMYHHUKAIIMOHHBIE TEXHOJIOTMU W MMEIOLINX
cTak paboThl B JaHHOM NpodeccHoHaNbHON 001acT HE MeHee 3 JieT.

Kpanudukanms negarornyeckux pabOTHUKOB 0Opa3oBaTENbHOM OpraHM3alldU JIOJKHA OTBEYATh
KBaJIM(UKAIIMOHHBIM TPEOOBAaHUSAM, YKa3aHHBIM B npodeccuoHanbHoM ctanaapte «llemaror mpodec-
CHOHAJIBHOTO 00yueHHsI, TPOPeCcCCHOHATBLHOIO 00pa30BaHUs U JOMOIHUTEIHLHOTO MPO(hecCHOHAIBHOTO
00pazoBaHU.

[lenaroruueckue paOOTHUKH, MPUBJIEKAEMBIE K peaIn3alui 00pa3oBaTeIbHON MPOrpaMMBl, TOIDK-
HBI T0JIy4aTh JOMOJIHUTEIbHOE Mpo¢ecCHOHaIbHOEe 00pa3oBaHUE MO MporpaMMaM IOBBIIICHHS KBa-
auduKanuu, B TOM 9rcie B (hopMe CTaXMPOBKH B OpraHM3allUsaX, HallpaBlieHHE JesITeIbHOCTH KOTOPBIX
COOTBETCTBYET 00JaCTH NMpodeccuoHaNIbHON aedareabHocTH: CBsi3b, HH(GOPMALMOHHBIE U KOMMYHHUKA-
[IMOHHBIE TEXHOJIOIUHU, HE pexke 1 paza B 3 roa ¢ y4eToM paclIMpeHHs CIeKTpa MpodecCHOHaIbHBIX
KOMIIETEHIIH.

Jlonst megaroruyeckux pabOTHUKOB (B MPUBEJCHHBIX K IIEIOYUCIICHHBIM 3HAUEHHUSIM CTaBOK), o0ec-
NeYnBarOnInux OCBOCHHEC O6y‘-IaIOHH/IMI/IC$I HpO(i)eCCI/IOHaJ'II)HBIX MO)Iy.TI@fI, UMCIOIINX OIIBIT ACATCIBHO-
CTH HE MEHee 3 JIeT B OpraHu3alisX, HalpaBJIeHUE AEATEIbHOCTH KOTOPBIX COOTBETCTBYET 00JacTH
npodeccuonansHoi nestenbHocTH 06 CBsi3b, MHGOPMAIIMOHHBIE 1 KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH, B
o0ImieM 4yucie MeJaroruyeckux paboTHHUKOB, PEANM3YIOIIMX 00pa3oBaTeIbHYIO MPOrpamMmy, JOJDKHA
OBITH HE MEHEe 25 MPOIICHTOB.

3.4. llpn peasu3zanuu o0pa3oBaTe/bHOH NPOrpaMMbl  BIpPaBe NMPUMEHATH JIEKTPOHHOE
o0y4yeHHe M JUCTAHIMOHHbIE 00pa3oBaTeJbHbIC TEXHOJIOTHH.

3.5. Ilpu peasm3anuu NporpaMMbl MOKeT HCI0JIb30BaThCs ceTeBasi Gopma o0yueHus.

3.6. AKTHBHbIC 1 HHTEPAKTHBHbIC METOAbI 00yUCHHS:

1. TBOpueckue 3agaHud;

2. pa0ota B MaJbIX rpynmax;

3. oOyuarouie Urpbl (poJjieBble UTPbl, IMUTALIUH, 1€JI0BbIE UTPBI U 00pa30BaTEIbHbIE UTPHI);

4. conMangbHBIE MPOEKTHI U APyTUe BHEAYJUTOPHBIE METOJbl O0y4YeHHUs! (COPEeBHOBAHMS, UHTEP-
BbIO, QUIIBMBI, CIIEKTAKJIH, BEICTABKH);

5. u3yuyeHHe W 3aKperuieHHe HOBOTO MaTepuasia (MHTepaKTHBHAs JIEKLUs, padoTa ¢ HATJIATHBIMU
MOCOOMSIMH, BHICO- U ayJlMOMaTepualaMy, «0OydaroLUiicsl B oS MpernojaBaTelisa», «KaXIbli yUuT
Ka)KJ0r0», UCIIOJIb30BAHUE BOIIPOCOB, COKPAaTUUECKUN AUAIIOT);

6. TecTUpOBaHUE;

7. pa3sMUHKU;

8. oOpaTHas CBA3b;

9. IucTaHIMOHHOE O0yYeHHe.

10. oOcyxkaeHHe CII0XKHBIX M JUCKYCCHOHHBIX BOIIPOCOB U MpobiieM (3aliMU MO3MIIMIO, IIKala
MHEHHUI);

3.7. UndopmanuoHHOe odecriedeHre peaaTn3alii NPporpaMmMbl

Jig peanuzanuu MporpaMMbl OMOIHOTEUHBIH (OHJI 00pa30BaTeNbHON OpraHU3alMi UMEET
neyaTHble M 3JIEKTPOHHBIE O0Opa3oBaTelbHbIE W HMH(POPMALMOHHBIE PECYPChl, PEKOMEHJIyeMble JUIs
UCIIOJIB30BaHMs B 00pa30BaTeIbHOM MIPOLECCE.

IleyaTHble U31aHUA

1. Kommetorepnsie cetu: yueOHuk s cryaeHtoB CIIO/ IMTemekun A.H. (Ps3anp) u bapunos
B.B. bapunos I.B. IIponerapckuii A.B.-M.: Akanemus, 2018

2. bapanunkoB A.W. OpraHuzanusi CETeBOro aJAMUHUCTPUPOBAHMA: YUEOHHK IS CTYICHTOB
yupexnenui CIIO, -M.: Akanemus, 2018

3. Hazapos A. B., Mensuukos B.II., Kynpusnos A.W., ExransiueB A. H.Dkcmmyartanust o0bex-
TOB CET€BOM MHPPACTPYKTYpPbI: yueOHUK A7s cTyAeHTOB yupexaeHuii CI10.-M.: Axanemus, 2018



JIEKTPOHHBIE U31aHUsA (3JIEKTPOHHBIE PeCypChl)

1. M6435 TlpoekTupoBanue cereBoii MHPpacTpykTyphl Ha 06aze Windows Server 2015:
BUCOKYpC <DJEKTPOHHBIN pecypc>. — Pexxum moctyna: http:/soft-wins.net/video-lessons/4495-video-
kurs-m6435-proektirovanie-setevoy-infrastruktury-na-baze-windjws-server-2015.html.

2. Bbazosag xomnexkimg ObC BOOK.ru

4. KOHTPO/Ib H OHEHKA PE3YJIBTATOB OCBOEHHUA IIPODPECCHOHA/IBHOI O

IIM.01 BBIITOJTHEHHE PABOT I10 ITPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPhI

MOJYIIA

Kon u HaumeHoBanue

npoQecCHOHANBHBIX U

00ImuXx KOMIETECHINH,
(hopMHpYEMBIX B paMKax

Kpurepuu oneHku

MeTtoap! oLieHKH

MOJYJISt
IIK 1.1. BeimonaaTs OlLleHKa «OTJIMYHOY» - TEXHUYECKOE Tekyuuii KOHTPOJIb:
MIPOCKTHPOBAHUE 3a/laHre TIPOaHATU3UPOBAHO, - 3amuTa MPaKTHIECKUX pPaboT 1o

KaOEeJIbHOM CTPYKTYPBI
KOMIIBIOTEPHOU CETH.

QJITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHHIO U 0QOpMIICH
B COOTBETCTBHH CO CTAaHJAPTAMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPHI.
O1eHKa «XOPOLI0» -aJITOPUTM
paspaboraH, oOopMIICH B
COOTBETCTBHU CO CTAHIAPTaMH U
COOTBETCTBYET 3a/IaHHIO, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1eHKa «Y/10BJI€TBOPUTEIBHOY -
ANTOPUTM Pa3paboTaH u
COOTBETCTBYET 3aJIaHHIO.

temam MJIK;

- YCTHBIN OTBET;

- TECTUPOBaHHE

- OIIEHKa TPaKTHYEeCKHX pPadoT 1o
yueOHO W TPOU3BOJCTBEHHOMU
IpaKkTUKaM (10 TpoQuIIio crienuatb-
HOCTH)

IuQdepeHIUpOBaHHbBIE 3a4eThl 0
y4eOHOH W  TPOU3BOJCTBEHHOM
MpaKkTHKe (M0 MPOQUIIO0 CIIeNHATb-
HOCTH)

- 3aIl1UTa KypCOBOTO MPOEKTA.
IIpomeskyToUuHasi aTTeCTALMS:

- 3xk3amenbl o MJIK, 1o moy:mto

IIK 1. 2. OcymiecTBasTh
BBIOOP TEXHOJIOTHH,
HHCTPYMEHTAIbHBIX
CPEICTB U CPEJCTB
BBIYUCIUTEILHON TEXHUKA
MIPY OpPraHU3aIuH
mpoiiecca pa3paboTKu U
HCCIIE0BAHUS 00LEKTOB
npodeccHoHaNbHON
NESITENBHOCTH.

OI1IeHKA «OTIMYHO» - TEXHUIECKOE
3aj[aHne TPOAHATM3UPOBAHO,
QJITOPUTM Pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3/IaHHIO U 0(OpMIICH
B COOTBETCTBUH CO CTAaHIAPTaAMH,
MOSICHEHBI €r0 OCHOBHBIC CTPYKTYPHI.
OI1IeHKa «XOPOLI0Y -aJTOPUTM
pa3paboraH, oopMIICH B
COOTBETCTBHU CO CTAHIAPTaAMH U
COOTBETCTBYET 3a/IaHUIO, TIOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBL.

OI1IcHKA «Y/TOBJETBOPUTEIBHOY -
aNropuT™ pa3paboTaH u
COOTBETCTBYET 3aJIaHHIO.

Tekyuuii KOHTPOJIb:

- 3aIIUTa NPaKTHYECKUX PadoT 1o
temam MJIK;;

- YCTHBIN OTBET;

- TECTUPOBaHHE

- OLEHKAa NPakTHYECKHX paboT Io
y4eOHOH W TPOU3BOACTBEHHOW
NpakTUKaM (10 TpoQUITIO CrieHab-
HOCTH)

muddepeHIupoBaHHbIE 3a4eThl  TI0
yu4eOHOW W TPOW3BOJCTBEHHOU
npakTuke (Mo mpoduito crenuaib-
HOCTH)

- 3alIUTa KypCOBOTO IIPOEKTA.
IIpome:xxyTouHas aTTecTanMsA:

- sx3amenbl o MJIK, mo Moay:miio

IIK 1. 3. ObecneunBarb
3anuTy HH(pOpMaIun B
CETH C UCIIOIb30BaHUEM
POrpaMMHO-aIIapaTHbIX
CpEICTB

OneHKa «OTJIMYHOY - TEXHHYECKOEe
3a/1aHNe IPOAHAIN3UPOBAHO,
QJITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUUYECKOMY 3a/IaHHIO U 0)OpMIICH
B COOTBETCTBUU CO CTaH/IAPTAMH,
MOSICHEHBI €T0 OCHOBHEIE CTPYKTYPBHI.
O1eHKa «XOPOIII0Y -aJITOPUTM
paspaboraH, ohopMIIeH B

Texkyumuii KOHTPOJIb:

- 3aIMTa MPaKTUYecKuX pabdoT 1o
temam MJIK;

- YCTHBIN OTBET;

- TECTUPOBaHHE

- OlEHKAa TNPaKTHYECKHX paboT IO
y4eOHOH W  TPOU3BOJCTBEHHOM
MpaKTHKaM (TI0 TTPOGHITIO CTIeIATb-



http://soft-wins.net/video-lessons/4495-video-kurs-m6435-proektirovanie-setevoy-infrastruktury-na-baze-windjws-server-2015.html
http://soft-wins.net/video-lessons/4495-video-kurs-m6435-proektirovanie-setevoy-infrastruktury-na-baze-windjws-server-2015.html

COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 3a/IaHHUIO, MOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBHI.

O11leHKa «Y/IOBJIETBOPUTEIBHOY -
JITOpUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHHIO.

HOCTH)

IuddepeHIUpOBaHHbBIE 3a4eThl O
y4eOHOH W  TPOU3BOJCTBEHHOM
npakTuke (Mo mpoduito crenuaib-
HOCTH)

- 3aIUTa KypCOBOTO IPOEKTA.
IIpomexyTouHasi aTTecTaums:

- ak3amessl no MJIK, mo moxysmro

IIK 1. 4. I[Ipunumats
y4acTHe B IPUEMO-
CIaTOYHBIX UCTIBITAHUIX
KOMIIBIOTEPHBIX CETEH U
CETEeBOro 00OPYIOBaHHUS
Pa3IMIHOTO YPOBHS U B
OIIEHKE KauyecTBa U
9KOHOMHYECKON

3¢ PEKTUBHOCTH CETEBOI
TOTIOJIOTHH.

O1eHKa «OTJIMYHO» - TEXHUYECKOE
3a/1aHHe TIPOAHAIN3UPOBAHO,
QJITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHIO U 0QOpMIICH
B COOTBETCTBUH CO CTAHIAPTaMH,
MOSICHEHBI €T0 OCHOBHEIE CTPYKTYPHI.
O1eHKa «XOPOLLI0Y -aJITOPUTM
paspaboraH, ohopMIIeH B
COOTBETCTBHH CO CTaHAAPTaMH U
COOTBETCTBYET 3a/IaHHIO, TIOSICHEHBI
€r0 OCHOBHBIEC CTPYKTYPHI.

O1eHKa «Y/10BJ1€TBOPUTEIBHOY -
aNropuT™ pa3paboTaH u
COOTBETCTBYET 3aJIaHHIO.

Tekyumuii KOHTPOJIb:

- 3aIlUTa MPaKTHYECKUX pPaboT IO
temam MJIK;

- YCTHBIH OTBET;

- TECTHUPOBaHHE

- OIIEHKAa TPaKTHYECKHX padoT IO
yu4eOHOW W NPOU3BOJCTBEHHOU
MpaKkTHKaM (110 TPOGUITIO CTIeIATb-
HOCTH)

IuddepeHIIUpoBaHHbBIE 3a4eThl O
yueOHO W MPOU3BOJCTBEHHOU
MpakTUKe (M0 MPOQIIIO CIEIHATb-
HOCTH)

- 3alIUTa KypCOBOTO MPOEKTA.
IIpomekyTOUYHASI aTTeCTALMA:

- 5k3aMeHbl o MJIK, no Moaynwo

IIK 1. 5. BeimmonHaTs
TpeOOBaHHUS HOPMATUBHO-
TEXHUYCCKOU
JIOKYMEHTAIIUH, UIMETh
ombIT oopmIteHHS
MPOEKTHOU
JIOKYMEHTAIIHH.

I1K 1.6. Ucnone30Bath
MHOTO()YHKITOHAIbHbIE
pruOOpbl MOHUTOPUHT A,
MIPOTPaMMHO-
afrmaparHble CpeCTBa
TEXHUYECKOTO KOHTPOJIS
JIOKAJIbHOW CETH.

O11eHKa «OTJIMYHOY - TEXHUUECKOE
3aj[aHKe TPOAHATM3UPOBAHO,
AJITOPUTM Pa3pabOTaH, COOTBETCTBYET
TEXHUYIECKOMY 3aJ[aHHI0 U 0pOpMIICH
B COOTBCTCTBUU CO CTaHAApPTaAMMU,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O11eHKa «XOPOIII0Y -aJTOPUTM
pa3paboraH, ohopMIICH B
COOTBETCTBHH CO CTAHIAPTaAMH U
COOTBETCTBYET 33aHHIO, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

OI1IcHKA «Y/TOBJETBOPUTEIBHOY -
QJIITOPUTM pa3paboTaH u
COOTBETCTBYET 33IaHHIO.

Tekyumuii KOHTPOJIb:

- 3alIMTa TPaKTUYECKUX paboT 1o
temam MJIK;

- YCTHBIN OTBET;

- TECTUPOBaHHE

- OIIEHKa TPaKTUYEeCKHX pPadoT 1o
y4eOHOH W  TPOU3BOJCTBEHHOW
npakTUKaM (1o TpoQUIIIo crieHatb-
HOCTH)

mudepeHITMpOBaHHBIE 3a9€Thl 10
y4eOHOH H  TIPOM3BOJCTBEHHOM
MpakTHKe (M0 NMPOGUI0 CIeIUATb-
HOCTH)

- 3aIMTa KYPCOBOTO IMPOEKTA.
IIpome:xxyTouHas aTTecTALMA:

- sx3amenbl o MJIK, mo moamy:mto

OK 01. Beibupars
CHocoOBI pelIeHus 3a1aq
npodeccuoHamTbEHOM
JeSITENBHOCTH,
MPUMEHUTEITBHO K
Pa3IUYHBIM KOHTEKCTAM.

— 000CHOBAaHHOCTH IIOCTAHOBKH I[E/IH,
BBIOOpPA U MPUMEHEHUS METOJIOB U
croco0oB peuieHus npodeccruoHab-
HBIX 3a]1a4;

- aJIEKBaTHAs OLIEHKA ¥ CaMOOIEHKA

3¢ (EKTUBHOCTH U Ka4eCTBa
BBIMTOJTHEHUS MTPO(HECCHOHATBHBIX
3a7a4

OK 02. OcymiecTBisATh
MOWCK, aHAIIN3 U
WHTEPIPETAIUIO
uHQOpMAIIHH,
HEOOXOMMOM 15t
BBIMOJTHEHUS 3184

- HCTIONTb30BaHME PA3INIHBIX
HCTOYHHUKOB, BKITIOUas SJIEKTPOHHBIE
pecypcesl, Mmeauapecypcesl, aTepHerT-
pecypchl, IEPUOANYECKUE U3TaHUS IO
CIEIMATIBHOCTH JJIS peIIeHus
npodecCuoHANbHBIX 3a1a4

WuTtepnperaliyst pe3yasTaToB
HAOJIOICHUI 32 IEATETHHOCTHIO
o0ydJarorerocs B mporecce
OCBOCHHUS 00pa30BaTeILHON
MPOTrPaMMBbI

DKcnepTHOE HAOMIOEHUE U OI[CHKA
Ha MPAKTUYCCKUX 3aHATUAX, IPU
BBINIOJTHEHUH PadoT 10 Y4eOHOH 1
MPOU3BOJICTBEHHOM MPAKTHKAM
DK3aMeH 0 MOAYITIO




npoheCcCUOHATBHOMN

JeSITENbHOCTH.
OK 03. IInanupoBats u - IEMOHCTpALMsI OTBETCTBEHHOCTH 32 | MHTepnpeTanus pe3ynbTraToB
peannu3oBbIBaTh MIPUHATHIE PELICHUS HaOJTIOEHHH 3a JeATeIbHOCTBIO
coOcTBEeHHOE - 000CHOBaHHOCTb CaMOAHAIN3a U oOydatromierocs: B mporecce

npodeccuoHanbHOE U
JIMYHOCTHOE pa3BUTHE.

KOPPEKITHUSI Pe3yJITaTOB COOCTBEHHON
paboTHI;

OK 04. Paborars B
KOJUICKTHBE 1 KOMaHJIC,
3¢ (HEKTHUBHO
B3aMOJICHICTBOBATH C
KOJUIETaMHU,
PYKOBOJICTBOM,
KIIMCHTAMMU.

- B3aUMOJIEHCTBHE ¢ 00yUarOIIUMUCH,
NpernoiaBaTeIsiMi U MacTepaMH B X0
00y4eHUsl, C PyKOBOJUTEIIIMU
y4eOHOI B MPON3BOICTBEHHOM
MIPAKTHK;

- 000CHOBaHHOCTH aHATH3a PAOOTHI
YWIEHOB KOMaH/Ip! (TIOMYMHEHHBIX )

OCBOEHHS 00pa30BaTeNLHON
MPOTPaMMBI

OkcnepTHOE HAOMIOAEHUE U OLICHKA
Ha MPAKTUYECKUX 3aHATHAX, IPU
BBITIOJTHEHUH Pa0oT 110 YIeOHOU U
MPOM3BOJICTBEHHOM MPAKTHKAM
OK3aMeH 0 MO0

OK 05. OcymiecTBisTh
YCTHYIO U IUCBMEHHYIO
KOMMYHUKAIUIO Ha
rOCYy/IapCTBEHHOM SI3BIKE C
YYETOM 0COOEHHOCTEH
COIIMAJIEHOTO U
KYJIFTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM M MTUCbMEHHOU
peuy,

- ICHOCTh (POPMYJINPOBAHUS U
W3JI0’KEHUS MBICIIEH

OK 06. IIposBnsaTs
TpaXKIaHCKO-
MaTPUOTHIECKYIO
ITO3UIIHIO,
JIEMOHCTPHUPOBATH
0CO3HaHHOE TOBEACHUE Ha
OCHOBE
001IIeYeTOBEUC CKUX
LIEHHOCTEH, MPUMEHSTh
CTaH/IapThI
AHTUKOPPYIIIUOHHOTO
TTOBEICHHUSI

- COOJIIO/ICHUE HOPM TTOBEICHUS BO
BpeMsl yUeOHBIX 3aHATUH U
MIPOXOXKICHUS yueOHOM 1
MIPOU3BOJICTBCHHOM MPAKTHK,

WHTepnperanys pe3yasTaToB
HaOIOEeHNH 32 e TeTbHOCTHIO
oOyuatomierocs B mporecce
OCBOCHHS 00pa30BaTEILHON
MPOrpaMMBbl

OKcnepTHOE HAOMIOAEHUE U OLICHKA
Ha MPaKTUIECKUX 3aHATHIX, IPU
BBITIOJTHEHUH PadoT 10 Y4eOHOH 1
MPOU3BOJACTBEHHON MPAKTUKaM
DK3aMEH 10 MOAYIIO

OK 07. ConeiicTBOBaThH
COXpaHEHHIO
OKpY>Karolen Cpebl,
pecypcocOepekeHuIo,

3¢ PEeKTHBHO AEHCTBOBATH
B Upe3BbIYATHBIX
CUTYaIMSIX.

- 3¢$EeKTUBHOCTD BBIIOIHEHHS IPABUII
Th BO Bpemsi y4eOHBIX 3aHITHIH, TIPU
MPOXOXKICHUH yueOHOU 1
IIPOU3BOJCTBEHHOU ITPAKTUK;

- 3HaHHUE U HCIIOIb30BaHNE
pecypcocOeperarommx TeXHOIOruil B
00JIaCTH TeJIeKOMMYHHUKAIUH

OK 08. Ucnonn3oBathb
cpenctBa (hU3MIECKOH
KYJBTYPBI JUISl COXPAHEHHUS
Y YKPEIUICHUS 37I0POBbS B

- 3¢ (EeKTUBHO UCIOJIH30BATH CPEICTBA
(U3NYECKON KYIBTYpBI TS
COXpaHEHHUsI U YKPEIJICHUS 3I0POBbS B
nporecce npodeccuoHaIbHON

Wurtepnperanyst pe3ynbraToB
HAOJIOICHUI 32 IeATETHHOCTHIO
obyJarorerocs B mMporecce
OCBOCHHUS 00pa30BaTeILHON
MPOTrPaMMBI

DKkcnepTHOE HAONIOIEHUE U OI[CHKA
Ha NPaKTUYCCKUX 3aHATHSAX, IPH
BBITIOJTHEHUH paloT 1Mo y4eOHOH 1
MPOM3BOJICTBEHHOM MPAKTHKAM
DK3aMeH 0 MOIYITIO

nporecce JESTENLHOCTH U MOIEpKAHNE
npodeccnoHaTbHON HEOOXONMOTO YPOBHS (PH3UIECKOM

JIeITeTbHOCTH U MOATOTOBJICHHOCTH.

nojiep>KaHue

HEOOXOIMMOTO YPOBHS

¢busnyeckoi

MTOJITOTOBJIEHHOCTH.

OK 09. Ucnonb3oBarb - 3(h(heKTHBHOCTH UCTIOIH30BAHUS WuTepnperanus pe3yabraToB
UH(QOPMAIMOHHBIE nHGOPMAILIMOHHO-KOMMYHHUKALIMOHHBIX | HAOMIONEHUH 32 e TeTIbHOCTHIO
TEXHOJIOTHH B TEXHOJIOTHH B MTPOECCHOHATILHOM oOydatromierocs: B mporecce
npodeccuoHanbHON NeSITETHOCTHU COITIACHO OCBOEHHSI 00pa30BaTEILHOM
JESITeNbHOCTH. (bopMUpyEeMBIM YMEHHUSIM U HPOrpaMMBbl

MOJTy4aeMOMY MTPAKTHIECKOMY OTIBITY;

DKcnepTHOe HAOMIOEHNE M OICHKA




OK 10. IToas3oBaTbcs
npoeccnoHambHON
JIOKyMEHTAalMel Ha
TOCyJapCTBEHHOM U
MHOCTPAHHOM SI3bIKAX

- 3()(eKTUBHOCTD UCIIOIB30BAHUS B
npoheccCHOoHaIbHOMN IEATEINBHOCTH
HEOOXOIUMON TEXHUYECKON
JIOKyMEHTAIIUW, B TOM YHCIIC Ha
AHTVIMHICKOM SI3BIKE.

OK.11. Hcnonp30BatTh
3HaHUA N0 (PUHAHCOBOM
TPaMOTHOCTH,
IJIAaHUPOBATH
MpEeANPUHUMATENIbCKY IO
JIeSATEITLHOCTh B
npodeccuoHanbHOM

chepe.

- 3(h(heKTUBHO TUTAHUPOBATH
HPEeIIPHHAMATEIBCKYIO ISSITEIFHOCTD
B ipodeccuonanbHOl cdepe npu
MpoBeaeHUU paboT 1o
KOHCTPYUPOBAHUIO CETEBOU

WHPACTPYKTYPHI

Ha MMPAKTUYECKUX 3aHATHAX, IPH
BEITIOJTHEHUH paboT 1Mo y4eOHOM U
HPON3BOACTBEHHOM MPaKTHKaM
DK3aMEeH M0 MOAYIIIO
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