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HNOACHUTEJIBHAS 3AIIMCKA
VHTeHCUBHBI KypC IOBBILIEHUS KBATU(GUKALMKM PYKOBOAMTENEH M CIELUAIMCTOB,

OTBETCTBEHHBIX 3a 3alIUTy KOH(HIEHIMANbHON HMH(DOpPMALMM OT YTEYKU MO TEXHUUYECKUM
KaHaJIaM, HaIlpaBJICHHbIM HA IPAKTUYECKYHO IOJATOTOBKY K HCIIOJIb30BAHUIO METOJIOB U CPEACTB
BBISIBJIICHUS U OJIOKHUPOBAHUS TEXHHUYECKUX KAHAIOB YTEYKH MH(POPMAIUH.

OcHoBHasi 1enb OOY4YeHHs IO JAaHHOM MporpaMMe 3aKiIoyaeTcs B O3HAKOMIICHUU
ciymaTenei ¢: He0OX0JMMOCTbIO, CYIIECTBOM U CO/ICP’KaHMEM 3aIIUTHI B CHCTEMax 00paboTKH U
repeayu JaHHbBIX; COBPEMEHHBIMU U MEPCIIEKTUBHBIMU KOHIENIUSIMU, METOJAMH U CPEICTBAMHU
3alUThl UHPOpPMAIMK;, OpPraHU3alMed KOMIUIEKCHOM 3aluThl UHQOpPMAlMM Ha COBPEMEHHBIX
00BEKTax C OIpeleJeHHbIM YPOBHEM 3aKpPBITOCTH LUPKYIUPYIOLIEH Ha HUX HHGOpMaIuy;
MPAKTUYECKON pabOTOil 10 UCTIOIB30BAHUIO CPEJCTB M CUCTEM 3aIUTHI.

Creunanuct no 3amure HHGOPMaIUH J0JKEH 3HATh U YMETh HCIIOIb30BaTh:

OCHOBHBIE TIOJIOKEHUSI TEOpUHM WH(POpPMAIMY, TPUHIMIIBI ITOCTPOCHUS CHCTEM OOpabOTKH U
nepeaayn MHQPOPMALUU, OCHOBBI CEMaHTHUYECKOTO IOAXO0Ja K aHalu3y HWH(POPMAIMOHHBIX
IIPOLIECCOB; COBPEMEHHBIE allllapaTHbIE U IPOTPAMMHBIE CPEICTBA BBIYUCIUTEIIBHON TEXHUKH;
MPHUHIAITEI  OpPTraHU3allid  MWHQPOPMAIIMOHHBIX CHCTEM B COOTBETCTBHU C TPeOOBaHUSMHU
MH(OPMaLlMOHHOHN 3alllMIIIEHHOCTH, B TOM YHCJE B COOTBETCTBUU C TPEOOBAHUSMU IO 3aIIUTE
roCyJapCTBEHHOU TailHBI;

OCHOBHBIE IIPABOBBIC TMOJIOKEHHUS B 001acTH HH(OPMALMOHHONW O€30MacHOCTH U 3aIIUTHI
uHpopmanuu.

METOJbl aHAJIM3a W OLEHKU BEIMYMHBI BO3MOXKHOTO YyIIepba, HAaHOCUMOTO Oe30MacHOCTH
Poccuiickoit ~ @®enepauuu = BCIEACTBUE  HECAHKLUMOHHUPOBAHHOTO  (MPOTHUBOIIPABHOIO)
pacripoctpaneHust ”HpOpMaIlUK, COCTaBJISIONIEH TOCYAapCTBEHHYIO TailHY;

OCHOBHBIC TIPABOBBIC TOHSTHS, MPaBOBbIE akThl Poccuiickoit deneparuu B 00JaCTH 3aIIUTHI
rOCYIapCTBEHHOMW TalHBbI;

3aKOHOJIaTEJIbHbIE OCHOBBI OpPraHM3aliy 3allUThl TOCYJAapCTBEHHOM TaWHbI, 3aJa4d OpPraHOB
3alUThI TOCYAAPCTBEHHOM TalHBbI;

KomangecTBO YacoB Ha OCBOCHHE IporpaMmsl: BCEro — 256 gacos.

[TponomxurensHOCT, 00yUeHUs IO JAaHHOMY Kypcy — 3 Mecsina



IIporpamma y4e0HOro Kypca
Pasznea 1. BBenenue. IlepconajibHbie JaHHBbIE B OPraHu3anuu (Ha NpeInpusiTHM)

3aH_II/ITa NEPCOHANIBHBIX OJAaHHBIX KaK pcaln3alusd KOHCTUTYHHMOHHBLIX IIpaB TIpaXxJaH Ha
HEIIPUKOCHOBECHHOCTDH YaCTHOM KU3HH.

MG)K,I[YHapO,I[HOG 3aKOHOJAaTC/IbCTBO U HAIIMOHAJIBHOC 3aKOHOAATCJIIBECTBO Sap}I6e}KHBIX CTpaH O
3alIUTC MCPCOHATIBHBIX TaHHbIX.

[lepconanbHbIe TaHHBIE B CUCTEME JOKYMEHTOOOOpoTa mpeanpusatusi. IlepconanbHbie TaHHBIE B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX U MPUIOKECHUAX.

3HauMEBIE YT€YKH IICPCOHAJIBHBIX OJaHHBIX B Poccun wm IIPpUMEPBI  HCIIPAaBOMCPHOI'O
HCIIOJIb30BaHUA IIEPCOHATIBHBIX JAHHBIX.

Pa3zgea 2. OcHoBHbIe OHATUSA PenepanibHOro 3akoHa "'O nmepcoHaNbHBIX JAHHBIX"
CopepxaHue KaTeropuu "mepcoHalbHbIE 1aHHbIE".
O6unacTe npuMeHeHus 3akoHa. OrpaHuyeHusl.

OO0paboTka TEPCOHATBHBIX JTAHHBIX: COOp, 3alUCh, CHCTEMATH3allHs, HAKOIUICHHE, XpaHCHUE,
yrouHeHue  (OOHOBJCHHME,  W3MEHCHHE),  W3BICUCHHE,  KCIOJIb30BaHHWE,  Ieperada
(pactipocTpaHeHue, TPEIOCTaBICHUE, JOCTYI), oOe3nn4uBaHue, OJOKHMpOBAHUE, YIaJICHUE,
YHUYTOXXCHUE.

[TpunIMIIBI 06PaOOTKH MEPCOHATBHBIX TaHHBIX.

VYcnoBusi 00paboTk mepcoHabHBIX NaHHBIX. Cornacue cyOwbekta. Coryiacue B MHUCbMEHHOM
dopme.

O6H_I6I[OCTYHHBIC, MMOJJIC)KAIIHEC OHY6J'II/IKOB8.HI/IIO niIn O6H3aTeJIBHOMy PaCKpPBITHIO
NEPCOHAIBHBIC JTAHHBIC.

CrneuuanbHble KaTeropuu MEPCOHANBHBIX JaHHBIX U OCOOEHHOCTH HUX 00palboTku. JlaHHbIE O
CYJIUMOCTH.

BI/IOMeTpI/I‘leCKI/Ie INEPCOHAJILHBIC TAHHBIC.

TpaHcrpannyHasi nepegadya MepCOHANbHBIX JaHHBIX. CTpaHbl, 0OecrednBaronIe aJeKBaTHYIO
3alUTy TpaB CyOBEKTOB TMEpPCOHANBHBIX JaHHBIX. Jlokamuzanus NepCcOHANBHBIX JaHHBIX
poccuiickux rpaxaad nmociue 1 centsops 2015 rona.

OcoOenHocT 0OpaOOTKU IMEPCOHANBHBIX JAHHBIX MPU MPEJOCTABICHUH TOCYIApPCTBEHHBIX U
MYHUIUTATIBHBIX YCIYT.

[TpaBa cyObEKTOB MEPCOHAIBHBIX JJAHHBIX U X COOJIOACHHE TIPU 00paboTKe.
O06s13aHHOCTH OMepaTOpa MEPCOHATBHBIX IaHHBIX.

YBenomieHust 06 06paboTKe MePCOHANBHBIX JaHHBIX B YIIOJHOMOUYEHHBIH OpraH Mo 3alluTe MpaB
CyOBEKTOB MEPCOHAIBHBIX TaHHBIX.

OTBeTCTBEHHOCTh 3a HapylleHHEe TpeOOBaHUI MO OOpAIICHHIO C TEPCOHATBLHBIMH JaHHBIMHU.
[TpaxkTiKa nIpaBONPUMEHEHUS.

Pa3zgea 3. PaboTa ¢ nepcoHabHBIMU JAHHBIMU HA NPEANPUATHH (B OPraHU3aIUMN)

Meponpusatiuss 1O 3alUTe CBEACHUN OIpaHMYEHHOro pocrymna. IIpakTudeckue 1maru 1o
MIPUBEJICHUIO MOPsAKa 00paOOTKH B COOTBETCTBHUE C TPEOOBAHUSIMH 3aKOHOIATEIHCTBA.



OI‘paHI/I‘IeHI/IC I[OCTYHa K HepCOHaJ'IbHI:IM JAHHBIM. quT JIAI, IIOHYH_IGHHBIX K HepCOHaJIBHBIM
naHHbIM.  OmpesesicHUue TOopsAaKa OOpalieHWs € TaKMMH CBCJCHUSMH, KOHTPOJSA 3a €ro
COOJIIOIEHUEM.

JIokampHBIC aKTBHI 110 BOIIpoCaM O6p3,60TKI/I MNEPCOHAJIBHBIX OAHHBIX, JIOKAJbHBIC aKThI,
yCTaHaBJIMBAIOLIME IPOLEyphl, HAIIPABJICHHbIC HA MPEAOTBPAIIECHUE U BbIABICHHE HapyLICHUN
3akoHozaarenscTBa Poccuiickoit denepanuu, yCTpaHEHUE MOCIEACTBUN TaKUX HApYLICHWH, UX
coJiepKaHue, MOPAJOK pa3padOTKU U BBOJA B ACHCTBUE.

OcobeHHocTH 06pa6OTKI/I IEPCOHATIbHBIX JAHHBIX, OCYH.[GCTBJ'IHCMOﬁ 0e3 UCIOJb30BaHU CpeacTB
aBTOMaTHU3aluu.

[ToaroroBka yBenomieHuii 00 00pabOTKe MEPCOHANBHBIX TaHHBIX B YITOJTHOMOUYEHHBIN OpraH.

Pa3nen 4. Texnudeckasi 3alIlUTA MEPCOHAIBHBIX TAHHBIX B HHPOPMAIHOHHBIX CHCTEMAaX

TpeboBanmst DenepanbHoro 3akoHa "O mnepcoHanbHBIX JaHHBIX' U [locTaHoBIIEHUS
ITpaButenscTtBa PD 2012 1. Ne 1119 k obecneyeHn o 6€3011aCHOCTH IEPCOHATBHBIX JTaHHBIX.

VYPpOBHM 3alllMIIEHHOCTH IEPCOHAIBHBIX JAHHBIX IMPU HUX 00paboTKe B MH(POPMALUOHHBIX
cucremax nepcoHanbHbIX AaHHbIX (MCIIJIH) B 3aBucumocTu OT yrpo3 0€30HmacHOCTU STHUM
JAHHBIM, KaTEeropui MEepCOHAJbHBIX JaHHBIX W KOJMYECTBA CYOBEKTOB, YbU JaHHBIE
obpabareiBarorcs B UCITH.

[TocTpoeHue cuCTeMBbI 3alUThI IEpCOHANBHBIX JaHHBIX. [lomoxenus npukazoB PCTIK Poccun
2013 1. Ne 21 u ®Cb Poccum 2014 1. Ne 378, ompeneneHue 0a30OBBIX, QJAaNTHBHBIX H
KOMITCHCUPYIOITUX MEp 3alllUTHI.

Pa3pnen S. buomerpuyeckas uaeHTH(PUKALUSA

Llens co3manus Exnnoil GmoMeTprudeckoi CUCTEMBbI, MOJHOMOYHUS U 00S3aHHOCTH YYaCTHUKOB
CUCTEMBI OMOMETPUYECKOIN HIeHTU(UKALINN.

3amuTa TaHHBIX MPU MPOBEACHUH NEPBUYHON U yIaleHHOM OMOMeTpUUYecKOr UIEeHTU(UKALIUY;
KOHTPOJIb U HAaA30p 32 COOI0ACHUEM YCTaHOBJIEHHBIX TPEOOBAaHUH.

Cornacue cyObekTa Ha 00pabOTKY MEPCOHANBHBIX JAHHBIX MPH MPOBEICHUH OMOMETPUUYECKOMN
UACHTU(DUKAITIH.

Pa3znen 6. JInnensupoBanue AesiTeJJbHOCTH MO TEXHUYECKOH 3alMTe KOH(HUICHIUAILHOI
uHpopmanuu

[ToHsiTHE TEXHUUYECKOM 3aIUTHI KaK JIMLEH3UPYEMOI0 BUA I€ATENbHOCTH.
JlunensnoHHele TpeOOBAHUS.

OTBETCTBEHHOCTH 32 HE3aKOHHYIO JIEATEIBHOCTH B 00JIACTH 3alIUThl HHPOPMAIUH.
HezakoHHOE npeAnpuHIMATEILCTBO.

OreHka U yrpaBlieHHE PUCKOM, CBSI3aHHBIM C OTCYTCTBHEM JIMIIEH3UU HA TEXHUYECKYIO 3aIIUTY
KOH(pHIEHIIMATBHON HH()OPMAITHH.

Pazgea 7. AyrcopcrHr 00pad0TKH MEPCOHATBHBIX JAHHBIX U MX TEXHUYECKON 3a1MThI

TpeboBaHus, BBIABUIaeMbIE 3aKOHOM K HOPsAKY 00paOOTKM MEPCOHAIBHBIX JaHHBIX BHEIIHEH
OpraHu3aiuei, cojepkaHue 10ropopa Ha 00pabOTKy EPCOHANBHBIX JAHHBIX.

[Tepenaya BHemIHEW opraHu3anuu GYHKIMA TEXHUYECKOHN 3alIUThI MEPCOHATBHBIX JaHHBIX.



[Tepenaua BHemHe# opranu3anuu GyHKIUN JHIIAa, OTBETCTBEHHOTO 32 OpraHU3aIni0 00padoTKu
HEePCOHATIBHBIX TAaHHBIX

I[OCTOI/IHCTBa M HEOOCTATKHU ayTCOpCUHIa 06pa6OTKI/I INEPCOHAJIBHBIX JAHHBIX U UX 3aIlIMTHI.

Pazgen 8. KonTposib M Hamg3op 3a coOJIIOeHHEM 3aKOHOAATEILCTBA O IMEPCOHAJbHBIX
JAHHBIX

Cucrema rocyaapCTBECHHOIO KOHTPOJII MW HaJA30pa 3a oOecrieueHneM 0O€30MaCHOCTH
NEPCOHATIbHBIX TaHHBIX.

[TopsioK miIaHUPOBAHUS, OPTaHU3ALMU U IPOBEIACHMSI IPOBEPOK.
[IpaBa 1 0043aHHOCTH IPOBEPSIEMBIX U IIPOBEPSIOLIUX.

Mepbl, npHHUMaeMbIe JOJDKHOCTHBIMU JIMIIAMU OpPraHa TOCKOHTPOJIS (Haa30pa) IPH BBISBICHUH
(akTOB HapyILIEHUH.

Mepsl, TpUHUMAaeMbIe JOHKHOCTHBIMU JIMIIAMH OpraHa TOCKOHTPOJIS (HaA30pa) IPU BBISBICHUU
(bakTOB HApyLLICHUH.

Paznen 9. HoBblii eBponeickuii perjiaMeHT 3alluThl NepcoHaIbLHBIX JaHHbIX GDPR

[{enn mpUHATHA HOBOT'O PETJIAMEHTA U €r0 OCHOBHBIE OTJIMYHS OT PAHEE MPUHATHIX JOKYMEHTOB.
[Ipumenumocts GDPR k nesTenbHOCTH pOCCUNMCKUX KOMITAHH.

OCHOBHbIE IOHATHS perjamMeHTa.

[TpaBa cyObekTa JaHHBIX.

Tpe6osanust GDPR k TexHHueckoil 3amure NepcoOHANbHbBIX JaHHbBIX.
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